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Abstract

As of the onset of 2023, ChatGPT has emerged as the predominant Artificial
Intelligence (Al) tool, finding extensive application across various sectors and rapidly
becoming an integral part of everyday work and domestic activities. However, the
widespread adoption of ChatGPT has been accompanied by instances of misuse, wherein
individuals have utilized the tool for unauthorized data access or engaged in activities
deemed disruptive or malicious in nature. Consequently, a discernible trend has emerged
wherein cyberattacks are increasingly being propelled by the capabilities of Al. This
escalation in Al-driven cyber threats is evidenced by the misuse of generative Al tools,
which are now being harnessed by attackers for activities such as crafting deceptive
phishing emails, deploying malware designed for keystroke monitoring, and developing
rudimentary yet effective ransomware code. This shift underscores the growing
sophistication of cyber threats facilitated by the misuse of advanced Al technologies,
necessitating a comprehensive understanding of the associated risks and the
implementation of robust cybersecurity measures to mitigate potential harms.
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