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Abstract 

During recent years, many researchers and professionals have revealed the 

endangerment of wireless communication technologies and systems from various 

cyberattacks, these attacks cause detriment and harm not only to private enterprises but 

to the government organizations as well. The attackers endeavor new techniques to 

challenge the security frameworks, use powerful tools and tricks to break any sized keys, 

security of private and sensitive data is in the stale mark. There are many advancements 

being developed to mitigate these attacks. In this conjunction, this paper gives a 

complete account of survey and review of the various exiting advanced cyber security 

standards along with challenges faced by the cyber security domain. The new generation 

attacks are discussed and documented in detail and the advanced key management 

schemes are also depicted. The quantum cryptography is discussed with its merits and 

future scope of the same. Overall, the paper would be a kind of technical report to the 

new researchers to get acquainted with the recent advancements in Cyber security 

domain. 
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