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Abstract

SOL Injection (SQLI) is a penetration technique used for unauthorized direct access data from
the database server, throughout a Web Application which is authorized to connect. A malicious SOL
code can be introduced in entry fields, and the database can reply with unapproved information such
as usernames and passwords of clients. An analytical overview of this technique, methods, tools and
prevention actions is presented. An example of a step-by-step SQL Injection implementation with
results is developed in order to understand how to increase website applications security.
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