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Abstract 

Malicious Web pages detection becomes a crucial task, due to the ever changing 

nature of attacks and the structure of todays Web pages. Attackers employ different 

techniques for attack constructions. Therefore, feature selection and dataset preparation 

plays an important role in detection of malicious Web pages. While the existing 

approaches provide a promising solution in detection of malicious Web pages, still there 

are open issues in the effective detection. In this paper, we have provided the static 

analysis of URL string for effective detection of malicious Web pages. We have 

considered only static features of Web page URLs. We have extracted 79 static features 

of URLs and domain names from benchmarks benign and malicious URLs. We have 

evaluated several batch learning algorithms like SVM, AdaBoost, J48, Random Forest, 

Random Tree, Naive Bayes, Logistic Regression, SGD and BayesNet on our dataset. Our 

experimental analysis shows promising detection results, a detection rate between 95%-

99% and very low false positive rate (FPR) and false negative rate (FNR) for all the 

classification models. 
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