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Abstract 

This research represents the starting point of a process of reducing the attack 

surface in the case of ransomware attacks. The most recent cybersecurity alert - from 

May 2017- was a global one, and has, once again, drawn attention to the global 

importance of this issue and the need to take effective actions to counter cyber-attacks. 

The main aim of this article is to describe the virus technical details, concentrating 

on the phases of the cyber kill chain. This research is intended to present this type of 

malware on the rise that affects users in both enterprise and personal space as well by 

encrypting user developed content and restricting access until ransom is paid.  

The authors perform an analysis of WannaCry ransomware from the delivery, 

infection, mitigation and detection perspectives. This research represents the starting 

point of a process of reducing the attack surface in the case of ransomware attacks.  

Needless to say, the first layer worth addressing is represented by the weakest 

chain in the information security link, the end user. With the advent of complex 

techniques, tactics and procedures used by the adversaries, Information Technology 

Professionals focus their efforts on defending environments from advanced persistent 

threats and highly sophisticated attacks. WannaCry ransomware came in as a caveat in 

this context, a way of reminding the industry that efforts should be divided into 

addressing the various layers of the defense in depth model. 
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