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Abstract
With the issuing of the Resolution of 3 October 2017, on the fight against
cybercrime, the European Parliament stressed once again that although the awareness
about the risk posed by cybercrime has increased, “precautionary measures taken by
individual users, public institutions and business, remain wholly inadequate, primarily
due to lack of knowledge and resources”. (own emphasis) Consequently, there is a vital
need to enable the end-users with easy-to-understand technical terminology, so that the
goal becomes to maximise to the greatest extent feasible the human-factor as the strong
link at the end of an IP address. Considering also the recent guidelines issued by ENISA
on this topic, the paper proposes a simple, easy-to-implement model of a cyber-savvy
digital user, as a possible way to approach the overall (mis)interpretation of “the human
as the weakest link of cyber security”. Cyber security is often perceived as either
belonging to the State or to organizations who can afford to implement it, or it is poorly
put in place by small and medium size businesses due to financial constraints. This is,
de facto, what is fuelling the perception of human as the weakest link of cyber security.
Consequently, cyber security needs more recognition and increased visibility in the
European Union. This paper proposes that the best manner to address this is via a
human-centered approach to learning, trainings and awareness raising initiatives,
tailored to suit all levels of digital literacy and regardless of demographics such as age
or level of income.
Index terms: cyber security, end-users, digital skills education, cyber security
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