
International Journal of Information Security and Cybercrime Vol. 9 Issue 2/2020 

ISSN: 2285-9225 DOI: 10.19107/IJISC.2020.02.04 WWW.IJISC.COM 

Human-Computer Interaction 

Considerations When Developing Cyber 

Ranges 

Lynsay A. SHEPHERD1, Stefano DE PAOLI2, Jim CONACHER1 
1 School of Design and Informatics, Abertay University, 

Dundee, United Kingdom 

lynsay.shepherd@abertay.ac.uk, j.conacher@abertay.ac.uk 
2 School of Business, Law and Social Sciences, Abertay University, 

Dundee, United Kingdom 

s.depaoli@abertay.ac.uk 

 

 
Abstract 

Cyber-attacks are continuing to rise globally. It is therefore vital for organisations 

to develop the necessary skills to secure their assets and to protect critical national 

infrastructure. In this short paper, we outline human-computer interaction elements 

which should be considered when developing a cybersecurity training platform, in an 

effort to maintain levels of user engagement. We provide an overview of existing training 

platforms before covering specialist cyber ranges. Aspects of human-computer 

interaction are explored with regards to their relevance in the context of cyber ranges. 

We conclude with design suggestions when developing a cyber range platform. 

Index terms: cybersecurity, security awareness, cyber range, human-computer 

interaction, cybersecurity education 
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