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Abstract

Data security is a key aspect of today s communication trend and growth. Various
mechanisms have been developed to achieve this security. One is cryptography, which
represents a most effective method of enhancing security and confidentiality of data. In
this work, a hybrid based 136bit key algorithm involving a sequential combination of
XOR (Exclusive —Or) encryption and AES (Advanced Encryption Standard) algorithm
to enhance the security strength is developed. The hybrid algorithm performance is
matched with XOR encryption and AES algorithm using encryption and decryption time,
throughput of encryption, space complexity and CPU process time.
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