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Abstract 

The article aims to highlight issues related to the risks to both the European Union 

and the Member States, but at the same time seeks to highlight current legislative and 

political approaches applicable in cyberspace. This set of tools used in cyber diplomacy 

includes the concepts of cooperation and diplomatic dialogue (common cyber network 

of EU states, common cyber defense unit) but also measures to prevent cyber-attacks 

(European Union Cyber Security Strategy), as well as sanctions. Throughout this 

presentation, the main idea is supported by the cross-border nature of cyberspace. 

Index terms: cyberspace, cyber diplomacy, cyber security, cybercrime, cross-
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