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Abstract

The growing use of electronic devices along with the anxiety resulting from the
COVID19 pandemic set the ground for cybercriminals to take advantage of a larger
number of victims and undertake their massive phishing campaigns. Technical measures
are widely developed, and the human factor is still the weakest link in the chain. Whilst
existing literature suggests that the effect of neuroticism, as one of the Big-Five
personality traits, might play an important role in human behaviour in the phishing
context, results do not provide uniform outcomes with regards to the influence of this
trait in phishing victimisation. With the aim to analyse those results, this article provides
a synthesis of the studies aimed at improving the understanding of this trait, and collects
evidence that the small samples size used in most of the studies along with their lack of
uniformity are behind the contradictory conclusions found on the role of neuroticism and
human susceptibility to phishing attacks.
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