
International Journal of Information Security and Cybercrime Vol. 13 Issue 2/2024 

ISSN: 2285-9225 DOI: 10.19107/IJISC.2024.02.06 WWW.IJISC.COM 

Unveiling User Enumeration Attacks: 

Methods, Impacts and Mitigation Strategies 

Venera-Elena MĂCSINOIU 

Faculty of Electronics, Telecommunications, and Information Technology, 

National University of Science and Technology POLITEHNICA Bucharest, 

Romania 

venera.macsinoiu@stud.etti.upb.ro 

 

 
Abstract 

This paper examines the vulnerabilities posed by user enumeration attacks and 

presents effective prevention techniques to safeguard against them. The paper 

investigates the various approaches that hackers use to compromise unsecured web 

application modules, including exploiting insecure user database interactions. 

Additionally, the paper discusses effective countermeasures, such as two-factor 

authentication, rate limiting, and password policies, that can prevent enumeration 

attacks. The research presented in this paper contributes to the field of data protection 

and privacy by identifying the unique characteristics of user enumeration attacks and 

proposing measures to enhance the security of web applications. The paper emphasizes 

the importance of securing user databases and educating users on the risks of user 

enumeration attacks as essential measures for safeguarding sensitive information. 
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