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Abstract

The year 2025 marked a significant increase in software supply attacks chain,
highlighting a strategic shift in the way the malicious actors operate. Unlike previous
years, the 2025 incidents demonstrated a clear focus on compromising critical
development infrastructures, cloud service providers, and open -source ecosystems with
global impact. This article performs a comparative analysis of the main major software
supply incidents chain reported in 2025, examining attack vectors, propagation
mechanisms, operational impact, and implications for current software security models.
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