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Abstract

The rapid proliferation of Internet of Things (loT) devices and the edge computing
paradigm has led to the emergence of new classes of cyberattacks that no longer
primarily target cryptographic mechanisms or communication interception, but rather
exploit the resource constraints of distributed nodes. This paper analyzes Resource
Exhaustion attacks on loT and edge networks, highlighting how compromised nodes can
cause severe functional degradation using only legitimate traffic and commands. A
conceptual and mathematical model of the attack is proposed, followed by a discussion
on its security impact and modern mitigation mechanisms.
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