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Abstract 

Email remains a leading vector for cyberattacks, with threats ranging from 

common issues like spam and malware to sophisticated schemes like phishing, spear 

phishing, spoofing and ransomware. These attacks can result in significant data 

breaches, financial losses, and operational disruptions. Due to the multitude of threats 

that can occur when using email, special attention was given to the main threats and 

how we can avoid them. Integrating Artificial Intelligence into email security offers a 

powerful solution by leveraging machine learning algorithms to detect and eliminate 

threats in real time. Furthermore, Artificial Intelligence systems can analyze large 

amounts of data to detect suspicious patterns, predict potential attacks, and adapt to new 

threat landscapes. This article explores the potential threats when using email and 

proposes an automated solution based upon artificial intelligence (AI) capable of 

detecting spam emails. 

Index terms: threats detection, artificial intelligence, email security 
 

 

References 

 

[1]. Mimecast. Email Threats. Retrieved from https://www.mimecast.com/content/

email-threats/ 

[2]. ClearNetwork. Email Threats to Be Aware Of. Retrieved from 

https://www.clearnetwork.com/email-threats-to-be-aware-of/ 

[3]. Perception Point. Email Security Threats & Solutions: 8 Critical Best Practices. 

Retrieved from https://perception-point.io/guides/email-security/email-security-

threats-solutions-8-critical-best-practices/ 

[4]. Internet Crime Complaint Center (IC3). IC3 Annual Report 2023. Retrieved from 

https://www.ic3.gov/Media/PDF/AnnualReport/2023_IC3Report.pdf 

[5]. Barracuda. 13 Email Threat Types. Retrieved from https://www.barracuda.com/

solutions/13-email-threat-types 

[6]. Cisco. What is Email Security? Retrieved from https://www.cisco.com/c/en/us/

products/security/what-is-email-security.html#~how-email-security-works 

https://www.ijisc.com/


International Journal of Information Security and Cybercrime Vol. 15 Issue 1/2026 

ISSN: 2285-9225  WWW.IJISC.COM 

[7]. ESET. Email Glossary. Retrieved from https://help.eset.com/glossary/en-

US/email.html 

[8]. GeeksforGeeks. Types of Email Attacks. Retrieved from https://www.

geeksforgeeks.org/types-of-email-attacks/ 

[9]. MailCleaner. A Brief History of the Origins of Email. Retrieved from 

https://www.mailcleaner.net/blog/a-brief-history-of-the-origins-of-email/ 

[10]. Phrasee. A Brief History of Email. Retrieved from https://phrasee.co/news/a-brief-

history-of-email/ 

[11]. Cisco. What is Spam? Retrieved from https://www.cisco.com/c/en/us/products/

security/email-security/what-is-spam.html 

[12]. Information Commissioner's Office (ICO). Spam Emails. Retrieved from 

https://ico.org.uk/for-the-public/online/spam-emails 

[13]. Malwarebytes. What is Malware? Retrieved from https://www.malwarebytes.com/

malware 

[14]. Malwarebytes. What is Ransomware? Retrieved from https://www.malwarebytes.

com/ransomware 

[15]. Kaspersky. What is Ransomware? Retrieved from https://www.kaspersky.com/

resource-center/threats/ransomware 

[16]. Fortinet. Email Spoofing. Retrieved from https://www.fortinet.com/resources/

cyberglossary/email-spoofing 

[17]. Proofpoint. Email Spoofing. Retrieved from https://www.proofpoint.com/us/

threat-reference/email-spoofing 

[18]. SpamAssassin public mail corpus, https://spamassassin.apache.org/old/public

corpus/ 

.

https://www.ijisc.com/
https://www.proofpoint.com/us/threat-reference/email-spoofing
https://www.proofpoint.com/us/threat-reference/email-spoofing
https://spamassassin.apache.org/old/publiccorpus/
https://spamassassin.apache.org/old/publiccorpus/



