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Editorial
Cybersecurity and Pandemic Crisis
Prof. Ioan C. BACIVAROV, PhD
President - Romanian Association for Information Security Assurance
1. In early 2020, an unprecedented crisis for modern times has hit all of humanity and
brought about huge changes - from lifestyle to doing business: it was the pandemic due
to Covid-19.
As mentioned a recent UN document [1], we are facing a global health crisis unlike
any in the 75-year history of the United Nations - one that is killing people, spreading
human suffering, and upending people’s lives. But this is much more than a health crisis.
It is a human, economic and social crisis. The coronavirus disease (COVID-19), which
has been characterized as a pandemic by the World Health Organization (WHO), is
attacking societies at their core.
The Covid-19 pandemic generated a social and an economic crisis, as important as
the one at the level of health, through its important consequences worldwide.
From school closures to devastated industries and millions of jobs lost – the social
and economic costs of the pandemic are many and varied [2].
As mentioned above, the impact of the Covid-19 pandemic has been broad, affecting
general society, economy, culture, ecology, politics, and other areas [3].
In this Editorial, some effects of the pandemic on cyber-security will be analyzed.
2. Of course, the ways in which the coronavirus pandemic crisis has affected the cyber
security of companies and their employees are multiple.
These have been the subject of several studies conducted in the last year by
companies and experts specializing in cybersecurity, [4]…[7], for example.
This is not the place for a detailed analysis of them. However, we will highlight some
aspects that we think are important.
The coronavirus pandemic has created new challenges for businesses as they adapt
to an operating model in which working from home has become the “new normal”.
Companies were forced to accelerate their digital transformation, and cybersecurity
became a major concern. The great majority of companies have realized that the
reputational, operational, legal and compliance implications could be considerable if
cybersecurity risks are neglected.
The restrictions imposed by governments in response to the coronavirus pandemic
have encouraged employees to work from home. Consequently, technology has become
even more important in both our working and personal lives. However, it is found that
many organizations still do not provide a “cyber-safe” remote-working environment.
ISSN: 2285-9225
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3. According to [4], in the last year a diverse cyber threat landscape appeared the eyes
of experts, including:
• Malicious employees working from home with less supervision and fewer
technical controls: they may be tempted to carry out a fraud or other criminal
activity;
• Cybercriminals recognize that the data security measures currently in place are
not sufficiently robust to prevent them from making successful cyber-attacks;
• “Junior” hackers -with less technical skills- but who found the opportunity to
test cyberattack packages on a variety of organizations in order to improve their
skills;
• The activities of hacktivists (hackers fighting for social and political issues)
are adding to the above cybersecurity threats.
Statistics prove that most of these threats intensified during the pandemic, firstly
because working from home does not guarantee the same level of cybersecurity as an
office environment.
It is obvious that a home working environment does not have sophisticated enterprise
prevention and detection measures; furthermore, home Wi-Fi networks are much easier
to attack.
As I already mentioned in a previous paper [8], it is important to underline that while
organizations continue to purchase and deploy technical controls, not much has been
done to focus on the human side of cybersecurity - so named layer 8.
The term layer 8 is often used by the IT professionals to refer to employees’ lack of
awareness and a weak overall cybersecurity culture. Today, it is just as important to
secure human assets - layer 8 - as it to secure layers 1 through 7.
Even prior to the pandemic, human error was already a major cause of “cyber
insecurity”. With home working, however, the problem became even greater. IT systems
need to adapt to these changes in working practices and the increase in human error. This
can be accomplished in many ways such as incorporating time-outs in key information
systems, enhancing controls to apply the “four-eyes principle”, enforcing segregation of
duties (SOD) or automated controls [4].
4. Under the new conditions generated by the pandemic crisis, employees working
from home (using their personal or even corporate-owned computers) must implement
the essential cyber-security practices, including: antivirus protection; cybersecurity
awareness; phishing awareness; home network security; using Virtual Private Networks
(VPN); frequent reviews, etc.
Additionally, the companies should identify the security weaknesses of its IT systems
using appropriate tests (such as penetration tests), vulnerability scanning a.o. Managers
need to keep their business continuity and crisis plans updated and consider cyberattack
scenarios.
More advanced measures, such as those based on Intelligence and Risk management
techniques should be considered. IT managers should encourage proactive use of cyber
threat intelligence to identify relevant indicators of attacks (IOC) and address known
attacks. Businesses can apply governance, risk and compliance (GRC) solutions for
improved risk management [4], [8].
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5. In the face of rising threats from malware, phishing and high-tech threat actors, a
cyber resilient company can position itself as a secure model for data protection
customers can trust.
Cyber resilience is the measure of an enterprise’s ability to continue with working as
normal while it attempts to prevent, detect, control and recover from threats against its
data and IT infrastructure [6]. The lessons learned during the pandemic crisis
demonstrated that without implementing cyber resilience, without a strong cybersecurity
framework, companies are vulnerable and open to cyber-attacks.
6. In the special context generated by the current Covid-19 pandemic, when most
activities have moved online, is of crucial importance for all the specialists, professional
organizations and companies to develop and consolidate a powerful “cybersecurity
culture”, adapted to the new context. That’s why, this was also the main objective - in
the last period - of the Romanian Association for Information Security Assurance
(RAISA), as the main organization meant to spread the cyber-security culture in Romania.
Among the RAISA activities aimed meant to consolidate the culture of cybersecurity
in our country, we can mention the following ones:
• Permanent updating of the RAISA web portals specialized in IT security,
namely: Information Security (www.securitatea-informatiilor.ro), Cybercrime
(www.criminalitatea-informatica.ro),
Cybersecurity
(www.securitateacibernetica.ro), Networks Security (www.securitatea-retelelor.ro) to include
changes and requirements in the field of cyber-security in the context of the
pandemic;
• Development by RAISA of several projects meant to strengthen the cyber
capacity in Romania by raising cybersecurity awareness and improve the skills
of criminal justice authorities and private sector in fighting cybercrime. The
most recent was the successful project “Enhance cyber capacity building in
Romania for preventing and combating the cybercrime phenomenon” (2020 2021), made in the frame of the United States - Romania Strategic Partnership
in cybersecurity.
• Elaboration of works meant to consolidate the cybersecurity culture in our
country, from the basic ones, intended for the general public, to the academic
ones. We mention in this sense “Cybersecurity guide” 1 and the volume
”Dependability of information systems”2).
• Elaboration of studies, meant to highlight the need for high level education in
the field of cybersecurity, both nationally and internationally. Particularly
important and appreciated in this regard was the study “Cybersecurity Challenges and perspectives in education”3 coordinated by RAISA.

C. Ciuchi, I.C. Mihai, G. Petrică a.o., Cybersecurity guide, 2021, ISBN 978-973-0-33645-0,
electronic edition, DOI: 10.19107/CYBERSEC.2021.EN
2
G. Petrică, S.D. Axinte, I.C. Bacivarov, Dependability of information systems, Matrix Rom,
2019, ISBN 978-606-25-0529-5
3
I.C. Mihai, C. Ciuchi, G. Petrică (editors), Cybersecurity - Challenges and perspectives in
education,
Academica
Greifswald,
2020,
ISBN
978-3-940237-26-2,
DOI:
10.19107/CYBERSEC-EDU.2020.EN
1
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• Participation of RAISA specialists - as professors - in some courses within the
master programs in the field of dependability and cybersecurity, held at
technical and economic universities. We mention in particular the courses held
within the master’s program “Quality and Dependability in Electronics and
Telecommunications” - ICSFET from Faculty of Electronics,
Telecommunications and Information Technology - Politehnica University of
Bucharest.
• Organization of several RAISA workshops, dedicated especially to young
researchers, engineers, MSc and PhD students in IT field (especially in
cybersecurity), who analyzed the challenges and implications in the field of
cybersecurity, in the context of the crisis generated by the coronavirus.
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Abstract
Smart cities are the emerging paradigm to improve living standards. Smart cities
exploit numerous technologies to provide good health, better transportation facilities,
education, and uninterrupted power and water supply that lead to higher levels of
comfort. For practical implementations of these kinds of projects, huge amounts of data
will initially be required and an ample amount of data will be generated thereafter the
implementation of the project. In the present digital world, the biggest challenge that
organizations are facing is the analysis of such a large amount of data. Direct analysis
and exploitation is pivotal key factor of the data for accomplishment in numerous
business and service domains, as well as the smart city domain. In this paper special
focus is given to those applications of big data that support smart cities along with the
advantages of including big data applications for smart cities and need of secure graph
database that can be used to analyze the large data. In addition to it is also concluded
that graph analytics can easily regulate the connections between many different data
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Abstract
Considering the availability of powerful image analysis and editing tools, digital
images are easy to change and transfer. This is necessary to link or erase any important
elements from any image without escaping any valid visible signs of interfering.
Including its real-life apps in different areas, the copy move forgery method is analyzed
in depth. Implementation phases for the detection of image forgery are also clarified,
accompanied by various approaches using copy move forgery approach.
Index terms: digital image forgery, copy-move forgery
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Abstract
Threats can translate into various types of attacks an intruder can take on entities
in a network: flooding the target with protocol messages, smurfing (targeted
broadcasting of an ICMP protocol-based messaging protocol), distributed attacks that
lead to blocking the service for legitimate users, IP address theft and flooding targets
with unsolicited emails, identity theft, or fraudulent routing. Against these threats, a
variety of security measures can be implemented, such as: configuration management,
firewall installation, intrusion detection system installation. Used separately or together,
these protection measures can eliminate or even minimize the probability of
materializing security threats and preventing attacks on the security features of a system.
Index terms: attacks on the security, security measures
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Abstract
This paper pertains to the existing challenges of cybersecurity, along with its
threats in the future. On the other hand, the internet is expanding every day, and
attackers see it as an opportunity to exploit people over the internet. In the future, this
can lead to severe consequences in the coming time. This review paper reflects the
challenges faced in cybersecurity and the terrible consequences of cyber threats in the
future.
Index terms: cyber-attack, Industry 4.0, IoT, network vulnerabilities, bots, DDoS,
virus, worms, malwares, ransomware
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Abstract
The Information Society has created different possibilities for remote access to
distributed information resources and communications between users (virtual
environments, cloud services, social media, etc.). With millions of users’ data (or billions,
in the case of Facebook) floating around the web, the need for tight security from social
media platforms is obvious. The wide age range and technology experience level of
social media users makes security management even more complex. A social platform
needs to not only combat hackers, but also has to protect users whose personal security
practices might be elementary.
Index terms: security policy, social media, personal data, privacy
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Abstract
A denial-of-service (DoS) is any type of attack where the attackers (hackers)
attempt to prevent legitimate users from accessing the service. In a DoS attack, the
attacker usually sends excessive messages asking the network or server to authenticate
requests that have invalid return addresses. The network or server will not be able to
find the return address of the attacker when sending the authentication approval, causing
the server to wait before closing the connection. When the server closes the connection,
the attacker sends more authentication messages with invalid return addresses. Hence,
the process of authentication and server wait will begin again, keeping the network or
server busy. This paper presents how DoS attacks are performed, the techniques used,
the attack tools, the prevention of an attack and the some of the famous DoS attacks.
Index terms: cyberattack, cybercrime, network traffic request
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Online Event: Lessons Learned from
Cybersecurity Experts. Perspectives from
Romania and the United States of America
Gabriel PETRICĂ
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The “Lessons learned from cybersecurity experts. Perspectives from Romania and
the United States of America” online event was organized by the Romanian Association
for Information Security Assurance (RAISA) in partnership with the U.S. Embassy in
Romania and the Romanian National Computer Security Incident Response Team
(CERT-RO) on May 27, 2021.

This cybersecurity event emphasized the importance of sharing best practices and
relevant case studies for raising the level of awareness and embodies the cybersecurity
culture. International cooperation among public institutions, private companies,
universities, and NGOs from Romania and the Unites States of America is a key to fight
the cybercrime phenomenon.
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Thee online event was organized in 3 sections:
- The United States-Romania Strategic Partnership from an institutional point
of view. Best practices in fighting cybercrime.
- Lessons learned in cybersecurity from the private sector during pandemic
time.
- The importance of cooperation for effective education and awareness in
cybersecurity.

The sections included interactive discussions with representatives from the
private, educational and governmental environment. They were moderated by Toma
Cîmpeanu, CEO, National Association for Information Systems Security (ANSSI),
Cătălin Cosoi, Chief Security Strategist, Investigations and Forensics Unit, Bitdefender
and Ioan-Cosmin Mihai, Associate Professor, Romanian Police Academy.
This cybersecurity online event was a folow-up activity of the “Enhance Cyber
Capacity Building in Romania for Preventing and Combating the Cybercrime
Phenomenon” project developed by Romanian Association for Information Security
Assurance (RAISA) with the help of the US Embassy in Romania, whose aim was to
strengthen the cyber capacity in Romania by raising cybersecurity awareness and
improve the skills of criminal justice authorities and private sector in fighting
cybercrime.
More information about this event can be found on the webpage
https://www.cyberlearning.ro/cybersecurity-online-event/.

ISSN: 2285-9225

WWW.IJISC.COM

International Journal of Information Security and Cybercrime

Vol. 10 Issue 1/2021

Cybersecurity Guide
Ioan-Cosmin MIHAI
The Romanian Association for Information Security Assurance
The Romanian Association for Information Security Assurance (RAISA)
coordinated the development of a cybersecurity guide, ISBN: 978-973-0-33645-0, DOI:
10.19107/CYBERSEC.2021.RO, with the help of the U.S. Embassy in Romania, the
Romanian National Computer Security Incident Response Team (CERT-RO), and the
National Association for Information Systems Security (ANSSI).

The guide contains several best practices to secure information against the major
forms of cyber-threats. The sections of this guide are:
- Secure Your PC / Laptop.
- Secure Your Mobile Device.
- Secure Your Network.
- Malware.
- E-mail Based Attacks.
- Web-Based Attacks.
- DoS and DDoS Attacks.
- Web Application Attacks.
- Social Media Scams.
- Security of Online Transactions.
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- Security of Debit / Credit Card.
- Identity Theft.
- Insider Threats.
- Data Protection Request from Individuals.
- Data Protection Compliance for SMEs.
- Transparency of Personal Data Processing.
- NIS Directive.
- Incident Reporting.
Dan Cîmpean, General Director of the Romanian National Computer Security
Incident Response Team (CEERT-RO), said about this guide: “Written in the form of a
concise and pragmatic cybersecurity guide, this superb work epitomizes, in just a few
dozen pages, over a century of concrete experience from its 11 authors. Basic concepts
such as confidentiality, integrity, availability, personal data protection, but also specific
elements from European or Romanian legislation related to the cybersecurity field, are
transmitted in a clear, simple, but not simplified form”.

The cybersecurity guide was developed within the “Enhance Cyber Capacity
Building in Romania for Preventing and Combating the Cybercrime Phenomenon”
project, developed by the Romanian Association for Information Security Assurance
(RAISA) with the help of the U.S. Embassy in Romania.
It can be downloaded from the project website:
- cyberlearning.ro/documents/Cybersecurity-Guide.pdf – EN version.
- cyberlearning.ro/documents/Ghid-securitate-cibernetica.pdf – RO version.
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PARTNERS
IJISC publishes high quality articles and delivers this research to the widest
possible audience. We achieve this by working closely with our partners and authors in
order to provide publishing services that support their research needs.
We would like to thank the following partners for their commitment to our
mission and their ongoing support of the International Journal of Information Security
and Cybercrime.

RedHost
Web hosting solutions
Website: www.redhost.ro

Plagiat
System for preventing plagiarism
Website: www.sistemantiplagiat.ro

Crossref
Not-for-profit organization for scholarly publishing
Website: www.crossref.org

Sitech
Publishing & printing house
Website: www.sitech.ro
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REDHOST
WEBHOSTING, RESELLER AND
DOMAIN REGISTRATION

Reasons to choose RedHost (the simple facts):
✓ More than 11 years of activity;
✓ 100% SSD hosting;
✓ 99.9% guarantee uptime;
✓
✓
✓
✓
✓
✓

Free domains on customer's name;
R1Soft backups;
Unlimited traffic;
LiteSpeed Web Server;
Dedicated IPs (with most packages);
30 days refund guarantee.

RedHost's core business consists of shared webhosting, domain registration
and additional services such as reseller hosting and SSL certificates.
RedHost has also years of activity in the VPS market where we offer two different
products:
✓ KVM VPS – a full virtualization platform which means that the
resources are fully committed;
✓ OpenVZ VPS – a paravirtualization platform which means the
resources are partially shared with other customers on the same physical
node.
RedHost also offer dedicated servers and collocations services.
Euroweb LTD
Gradina Veche, 88, Galati, Romania
www.redhost.ro, office@redhost.ro
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REDHOST
WEBHOSTING, RESELLER AND
DOMAIN REGISTRATION

Another reasons to choose RedHost (the not so simple facts)
At RedHost we believe that our main strength is related to the way we get
involved when bad things happen to our customers. For instance sometimes a website
can get compromised. In most cases this will happen due to very poor administrator login
data (this is a particularly large attack vector), outdated CMS (for instance Magento is
believed to be outdated in a shocking 97% of cases) and theirs plugins and modules (for
instance the Revslider plugin is still causing problems more than 2 years after the
vulnerability discovery).
When such a vulnerability gets used by an attacker bad things will happen like
spam (or even worse like virus spam or phishing spam) that gets sent from the customer's
account by the attacker using scripts injected after the breach). In such cases we have to
take measures. Most hosting services will simply suspend the account and leave the
customer deal with the problem. The big problem is that the customer (and in most cases
the webmaster) is not in a good position to correctly identify the underlying problem. In
most cases the customer (or the webmaster) will try to remove the effects of the problem.
At best, the customer will make some assumptions about what led to the problem but, as
we know, the assumption is (in most cases) mother to all...troubles. At RedHost we
rarely assume anything except maybe just to start somewhere and only if we can prove
the assumption right or wrong.
We are glad to say that in most cases, due to careful investigations we are able not
only to isolate the actual problem but in a lot of cases we are able to reactivate the
customer's site even without the webmaster's involvement (though this is not a normal
service for a webhoster and the webmaster should get involved afterwards) or at least to
give the customer precise feedback about what must be done to properly solve the
problem.
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WWW.SISTEMANTIPLAGIAT.RO
THE PROBLEM – PLAGIARISM IN HIGHER EDUCATION
Although plagiarism is not a new phenomenon, never before was it so easy to
be done. Increased availability of knowledge resources becomes not only a convenience,
but also a temptation to write papers, essays, theses and dissertations with the so-called
copy-paste method. Moreover, the Internet provides access to ghost writers, who offer
writing theses and dissertations for money. These are often also not original works of
the paid author, but the compilations of texts of others.
At the same time, educators are not always able to carefully verify each and
every submitted paper. The problem is global and it cannot be underestimated, as it
endangers the quality of education.
What is needed is a tool detecting plagiarism in submitted papers and a
procedure that guarantees transparency. To help institutions from Romania,
Sistemantiplagiat.ro service was created, which is now used by 38 universities from
Romania and other types of institutions.
THE SOLUTION – SISTEMANTIPLAGIAT.RO
Sistemantiplagiat.ro is constantly improved to ensure the best service for our
customers. Our company is the leader in the market of anti-plagiarism services from
Romania and Poland, our solution being used in over 280 of universities, including in
countries such as Germany, the Republic of Moldova, Ukraine, Colombia, Azerbaijan,
and Kazakhstan.
The user interface of Sistemantiplagiat.ro is available in Romanian, English
and Russian languages. The software verifies the originality of texts written in many
more languages.
The purpose of the technical assistance is the successful implementation of the
anti-plagiarism procedures in higher education institutions.
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THE INTERNET ANTIPLAGIARISM SYSTEM IS:
➢ Intuitive – You can upload the document for verification in a few simple
steps;
➢ Fast – Results of the antiplagiarism analysis are available in less than 24
hours;
➢ Flexible – It’s adaptable to client’s needs and integrated with LMS.
HOW DOES IT WORK
The antiplagiarism system can be integrated with an existing LMS system or
accessed via website, while the customer can choose the number of user and
administrative accounts. Their settings are easily customized. Depending on the needs
of a particular institution, the system allows additional functionalities.
THE SIMILARITY REPORT
The similarity report evaluation facilitates the analysis of the text originality;
determines to what extent has been compiled or copied the document; indicates the
number of fragments borrowed.
The similarity report contains:
➢ Two Similarity Coefficients which indicates the percentage of the analyzed
document identical to the identified sources;
➢ A list of sources of fragments marked as copied;
➢ The full text of the analyzed document. Fragments recognized as identical
are visibly marked. Information on length and source of the copied text is provided.
Highlighting in different colors shows source type.
The similarity report is ready after a few hours. The user can be notified of this
by an automatically generated e-mail. The intelligible form of the Similarity Report
allows quick assessment of the submitted text. Additionally, the similarity report informs
about text distortions, which suggest an attempt to conceal unattributed borrowing.
To ensure the effectiveness of the verification it is important to combine the
software usage with a transparent, simple antiplagiarism procedure.
Sistemantiplagiat.ro has the experience in designing procedures and regulations
dedicated for Higher Education Institutions and implementing them. Moreover, the
company’s specialists provide training and constant user support.
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Author Guidelines
As an author, you are kindly advised to follow the next instructions. Reading and
understanding the requirements before submittal would ensure adherence to IJISC
standards and would facilitate acceptance by the scientific reviewers.
1.

Papers must be submitted in English, French or Romanian having an even
number of pages (maximum 12 pages). At least 50% of the last page should
be occupied by text.

2.

For papers writing it is recommended the use the text processor Microsoft
Word and one of the template models (found on www.ijisc.com/authorguidelines/). We will do the final formatting and all necessary format
conversions of your paper.

3.

The papers will be submitted using our online interface: www.ijisc.com/
paper-submission/. Please do not send your papers by e-mail!

4.

The papers will be reviewed by two scientific reviewers, well-known in their
domains of activity. Usually, it takes 1 to 3 months between the moment you
finished your submission, and a response is given by scientific reviewers.

5.

The papers will be sent back to the authors for corrections if:
1. The figures, pictures or tables are not contained in the text.
2. The reviewers require modifications or supplementary information.

6.

The papers will be rejected if their scientific content is not adequate, if they
don’t contain original elements and if they are not properly written in English,
French or Romanian.

7.

The bibliography must show the authors adequate documentation. At least
7-10 quality references should be cited. Citation standard is IEEE. Please
read: www.ieee.org/documents/ieeecitationref.pdf

8.

The whole responsibility for the calculation exactitude, experimental data,
scientific affirmation, and paper translation belongs to the authors.

9.

The authors will declare on their own responsibility that the article or parts
of it were not published before in other journals.

10. It is mandatory that the authors respect the Copyright Laws. An IJISC
Copyright Form will have to accompany your submission. The signed
copyright form has to be scanned and uploaded by using the online interface
on the website.
More information on: www.ijisc.com/author-guidelines/
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Review Policy
The submitted papers are subject of a double blinded peer review process, in order
to select for publishing the articles meeting the highest possible standards.
IJISC reviewers are experts in the field of information security and cybercrime
from academic police structures and university departments. In the reviewing process,
the reviewers’ identities are not disclosed to the authors, nor are the authors’ identities
disclosed to the reviewers.
When a manuscript is submitted to IJISC, it is initially sent to Editorial Board for
the primary evaluation in order to determine whether or not the paper fits the scope of
the Journal. If the Editorial Board accept it, the paper then enters a blind reviewing
process.
In the reviewing process, the Editor-in-Chief sends the manuscript to two experts
in the field, without the name of authors. The reviewers will consider the following
evaluation criteria:
• The subject relevancy in the area of the journal topics.
• The quality of the scientific content.
• The accuracy of data, statistics and facts.
• The reasonable conclusions supported by the data.
• The correct use of the bibliographic references.
After evaluation process, the reviewers must include observations and suggestions
for papers improvement that are sent to the authors, without the names of the reviewers.
Referees’ evaluations usually include an explicit recommendation of what to do
with the paper. Most recommendations are along the lines of the following:
• To accept it.
• To accept it in the event that its authors improve it in certain ways.
• To reject it, but encourage revision and invite resubmission.
• To reject it.
If the decisions of the two reviewers are not the same (accept/reject), the paper is
sent to a third reviewer. If the suggestions of reviewers for improving the paper are
rejected by the author, the chief editor invites the author to reply to reviewers with the
respect of anonymity. Observing the dialog, the chief editor may send the paper to
additional reviewers. The final decision for publication is done by the Editor-in-Chief
based on the examination of reviewers and the scope of the Journal.
The Editor-in-Chief is responsible for the quality and selection of manuscripts
chosen to be published and the authors are always responsible for the content of each
article.
More information on: www.ijisc.com/review-policy/
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Romanian Association for
Information Security Assurance
The Romanian Association for Information Security Assurance (RAISA) is a
professional, non-governmental, non-partisan political, nonprofit and public benefit
association.
RAISA AIM
The aim of the Romanian Association for Information Security Assurance is promoting
and supporting information security activities in compliance with applicable laws.
RAISA VISION
The vision of the Association is to promote research and education in information
security field and to contribute to the creation and dissemination of knowledge and
technology in this domain. RAISA has a strong representation at the national level,
bringing together professors and researchers from top universities and Romanian
institutions, PhD, Master’s and license students, as well as companies in the IT segment.
RAISA OBJECTIVES
To achieve the stated purpose, the Romanian Association for Information Security
Assurance proposes the following objectives:
• Collaboration with the academic community from Romania or abroad in order to
organize conferences, scientific seminars and workshops for presenting the
development and implementation of effective measures to improve information
security.
• Collaboration with research centers, associations and companies from Romania
or abroad, to organize informative events in information technology security field.
• To perform specific programs for education and training of personnel involved in
electronic information management (data processing, storage, security).
• To ensure the dissemination of notice relating to existing vulnerabilities and
nationally and internationally newly identified threats; to provide solutions for
data restoration and policies to prevent and combat incidents based on the
information provided by suppliers of software solutions.
• To publish scientific journals for university staff, PhD students or Master
Programmes students, researchers, students and other professional categories in
the field of information security and cybercrime,
• To grant awards, scholarships or sponsorships to people with outstanding merits
in the field of information security.
WEBSITE: https://www.raisa.org
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RAISA Members Benefits
RAISA MEMBERS
Romanian Association for Information Security Assurance is an organization that
consists of:
• Founding members - are individuals who have participated in the founding
process of the Association, have agreed with the Statute of the Association at the
date of establishment and are parts of the members’ category, with all their rights.
The founding members pay annual membership fee and have the right to
deliberative vote during the General Assembly.
• Members - are individuals who have joined the Association after the date of establishment. The members pay annual membership fee and have all the rights,
respecting the obligations stipulated in Statute of the Association. They have the
right to deliberative vote during the General Assembly.
• Honorary Members - can be scientists, professors, cultural or religious personalities, valuable professionals, who have rendered outstanding services to the
Association. They are exempted from contributions and their vote is advisory.
• Collaborators/Volunteers - anyone who wants to participate in Association activities without becoming a member. Their collaborations are on no-cost basis; they
don't pay a membership fee and don't have the right to vote.
RAISA MEMBERSHIP BENEFITS:
• Free access to RAISA scientific events.
• Discount to workshops and conferences organized by RAISA.
• Discount for professional courses promoted by RAISA on e-learning platform
www.arasec.ro/elearning.
• Possibility to be involved in RAISA projects, support offered for research and
development.
• Free access to IJISC full-text articles: www.ijisc.com.
Get the most from your membership!
https://www.raisa.org/raisa-members/
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