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Trends in Interpretation of EU Data
Protection Authorities of Cybersecurity
Requirements under the GDPR
Larisa GĂBUDEANU
Faculty of Law, University Babes-Bolyai, Cluj-Napoca, Romania
larisa.gabudeanu@ubbcluj.ro
Abstract
One of the main legal requirements for the adopting the GDPR was the technical
and organizational security requirements, alongside the transparency and purpose
limitation principles. The wide wording mentioned by the GDPR in terms of state-of-theart security measures has given rise to a series of interpretations both in literature and
by the data controllers and data processors. The manner in which national data
protection authorities interpret this wording on a case-by-case basis is a good indicator
in terms of interpretation, as the authorities look into the specific use case requiring
preventive security measures. Thus, this research paper brings additional clarity in the
interpretation of this legal requirement in terms of the risks and damages considered
relevant for the specific data breach or lack of proper legal requirement implementation,
given publicly available information in this respect. Further, the research paper
highlights the number of use cases analyzed by different national data protection
authorities and the views of each national data protection authority.
Index terms: security by design, data protection, article 32, enforcement, GDPR
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Classification of Information
Ioan-Alexandru DUMITRU
University Politehnica of Bucharest, Romania
dumitrualex2004@yahoo.com
Abstract
In order to counteract the growing number and sophisticated nature of cyber
threats, having up-to-date information on vulnerabilities, attacks, threats,
countermeasures and risks is crucial. Equally important are the data and information
we hold and their importance to our organization. Information classification is a process
in which organizations and states evaluate the data they hold and the level of protection
they should provide. Organizations usually classify information in terms of
confidentiality - that is, who is allowed access to view it.
Index terms: classified information, legislation, personal data, public interest
information
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Getting Started with Vulnerability
Disclosure and Bug Bounty Programs
Cristian PASCARIU
University Politehnica of Bucharest, Romania
crpascariu@gmail.com
Abstract
The raise in online platforms and services that organizations around the world
offer has grown significantly, ensuring the information security of these platforms is a
task of paramount importance. There are challenges in achieving this mainly due to the
shortage of skilled security professionals and the growing number of online services that
companies offer. This article focuses on the benefits of using Crowdsourcing security
programs, such as Vulnerability Disclosure Programs (VDP) and Bug Bounty programs
to complement the existing security assessments performed by organizations. These
programs provide a way for organizations to better interact with the security community,
gain valuable insight into the public security posture, improve the brand image by
providing a mechanism in which security researchers can notify the organizations of
imminent security risks.
Index terms: Bug Bounty, Vulnerability Disclosure, Crowdsourcing
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Data Protection for Users in Cloud
Computing
Betty AHUBELE, Augustine UGBARI
University of Port Harcourt, Port Harcourt, Nigeria
betty_ahubele@uniport.edu.ng, augustine.ugbari@uniport.edu.ng
Abstract
Information technology might have simplified the way we do business, but it has
also brought challenges that never before existed. Accessing data from public
repositories leads to multiple difficulties. It is also necessary for the data to be available
in an accurate, complete and timely manner. This paper will discuss the challenges and
breaches of data protection for users in cloud computing and also explores various
techniques used to address these issues.
Index terms: data protection, encryption techniques, cloud computing
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Cybercrime Evolution and Current Threats
Cristian OPRIȘ
University “Politehnica” of Bucharest, Romania
cristi_o@yahoo.com
Abstract
Cybercrime may be the biggest global threat in our time. This article reviews the
current evolution of cybercrime and highlights some types of cybersecurity attacks:
phishing, web-based attacks, malware, Denial of Service, Zero Day Manipulations,
Cross-Site Scripting and IoT threats. We take a detailed study on ransomware
phenomenon and present security measures that can protect companies and individuals
regarding the current threats in cybersecurity field.
Index terms: DoS, IoT threats, Malware as a Service, Ransomware
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A Symmetric Scheme for Securing Data in
Cyber-Physical Systems / IoT Sensor-Based
Systems based on AES and SHA256
Rajan CHATTAMVELLI
Vellore Institute of Technology, Vellore, India
rajan.chattamvelli@vit.ac.in
Abstract
Cyber-Physical technologies and Internet have modernized and enhanced the
lifestyle of people in this present era. Internet of Things (IoT) is also being seen as the
new technology that is changing human discernment about daily life. Many
cyber-physical devices generate a lot of sensitive data, which needs to be secured. All
the applications of CPS / IoT fundamentally, need symmetric keys for the encryption /
decryption of the sensitive data generated. This paper seeks to propose a symmetric
scheme for securing data in a Cyber-Physical system using IoT sensor-based technology,
which will be based on AES and SHA256 encryption / decryption method.
Index terms: elliptic curve cryptography, encryption algorithm, hash function,
hybrid cryptosystems, modified AES algorithm, symmetric cryptography
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CyberCon Romania 2022 Conference Welcome Message
Professor Ioan C. Bacivarov, PhD
President of the Romanian Association for Information Security Assurance (RAISA)

Ladies and gentlemen, first of all, I would like to extend to you, as President of
the Romanian Association for Information Security Assurance, a warm welcome to the
CyberCon Romania 2022 Conference.
I would like to express our special thanks for the support given in organizing
CyberCon Romania to the Embassy of the United States of America in Romania, to the
main national bodies involved in the field of cybersecurity, such as the Romanian
National Cyber-Security Directorate, the Romanian National Cyberint Center, the
Romanian Police, as well as all the other organizations involved in this sensitive and
important area, whose names are mentioned on the CyberCon website.
Special thanks are due to all the important experts in the field, who will present
their views during the conference and will thus contribute to shaping a realistic picture
of the challenges, risks and solutions in the field of cybersecurity, in the very difficult
international period we are going through.
The Romanian Association for Information Security Assurance (RAISA) - the
main organizer of this conference - is a professional, nonprofit and public benefit
association, founded a decade ago, as an initiative dedicated to disseminating the concept
of cybersecurity and fighting against cybercrime.
The vision of RAISA is to promote research and education in information security
field, to contribute to the creation and dissemination of knowledge and technology in
this domain and to create a strong “cybersecurity culture” at national level.
Among the notable activities developed by RAISA, we mention the publishing of
International Journal of Information Security and Cybercrime (IJISC), a scientific
journal indexed in international databases (and I would like to invite the specialists in
the field to publish in this journal the results of their researches), awareness websites,
workshops, research projects and studies in the field of cybersecurity.
We are aware that the achievement of a strong “cybersecurity culture” at national
level can be achieved only through the joint effort of several entities from the public,
private and academic sectors.
I am working as a Professor in the field of Quality and Dependability (reliability,
security, survivability, resilience a.o.) at the Faculty of Electronics, Telecommunications
and Information Technology of the most important Romanian technical university, the
University Politehnica of Bucharest. From this position I coordinated several research
and educational postgraduate programs in the field, programs in which to cyber-security
is given a special position: I want to mention in this regard the Master program Quality
and Dependability in Electronics and Telecommunications, which has been running
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successfully for 25 years. There is a high demand for highly trained cyber-security
specialists, and the Master's programs of the type listed can of course help to solve this
problem.
As I already mentioned in my previous papers, it is important to underline that
while organizations continue to purchase and deploy technical controls, not much has
been done to focus on the human side of cybersecurity - so named layer 8. The term layer
8 is often used by the IT professionals to refer to employees’ lack of awareness and a
weak overall cybersecurity culture. Today, it is just as important to secure human assets
- layer 8 - as it to secure layers 1 through 7.
I would like to emphasize that the issue of cybersecurity is very important, at
present, for military structures, but also for civilian ones. It is useful to mention that - six
years ago NATO recognized the cyberspace as an operational domain. A Cyberspace
Operations Centre was created at the heart of the NATO military command structure,
too.
Digitalization presents tremendous opportunities for businesses, but also increases
cyber risks. I would like to mention the recent series of distributed denial-of-service
(DDoS) attacks targeting several public websites managed by the Romanian state
entities, claimed by the pro-Russian group calling themselves Killnet. As was mentioned
during the recent European Cybersecurity conference, when cyberattacks hit
infrastructures that are critical to the functioning of our economies and of our societies,
they do not only disrupt our networks; they directly put at risk the lives of the citizens.
All these comes to prove the topicality and importance of cybersecurity in the
current period and to highlight the importance of scientific forums in which specialists
in the field to debate and seek to find solutions to these pressing problems, as is the
CyberCon conference. The conference CyberCon Romania 2022 aims to raise the level
of awareness, embodies the cybersecurity culture, and share best practices in fighting
cybercrime.
Finally, we would like to thank all the authors who submitted their work, all
experts participating in the panels, and all those who contributed to the Conference with
their efforts and support. We hope that the CyberCon Romania 2022 Conference will be
a both stimulating and enjoyable forum in which to share current results and trends in
cybersecurity and we wish it every success.
More information about CyberCon Romania 2022 Conference can be found on
the webpage https://cybercon.ro/.
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PARTNERS
IJISC publishes high quality articles and delivers this research to the widest
possible audience. We achieve this by working closely with our partners and authors in
order to provide publishing services that support their research needs.
We would like to thank the following partners for their commitment to our
mission and their ongoing support of the International Journal of Information Security
and Cybercrime.

RedHost
Web hosting solutions
Website: www.redhost.ro

Plagiat
System for preventing plagiarism
Website: www.sistemantiplagiat.ro

Crossref
Not-for-profit organization for scholarly publishing
Website: www.crossref.org

Sitech
Publishing & printing house
Website: www.sitech.ro
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REDHOST
WEBHOSTING, RESELLER AND
DOMAIN REGISTRATION

Reasons to choose RedHost (the simple facts):
✓ More than 11 years of activity;
✓ 100% SSD hosting;
✓ 99.9% guarantee uptime;
✓ Free domains on customer's name;
✓ R1Soft backups;
✓ Unlimited traffic;
✓ LiteSpeed Web Server;
✓ Dedicated IPs (with most packages);
✓ 30 days refund guarantee.
RedHost's core business consists of shared webhosting, domain registration
and additional services such as reseller hosting and SSL certificates.
RedHost has also years of activity in the VPS market where we offer two different
products:
✓ KVM VPS – a full virtualization platform which means that the
resources are fully committed;
✓ OpenVZ VPS – a paravirtualization platform which means the
resources are partially shared with other customers on the same physical
node.
RedHost also offer dedicated servers and collocations services.
Euroweb LTD
Gradina Veche, 88, Galati, Romania
www.redhost.ro, office@redhost.ro
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REDHOST
WEBHOSTING, RESELLER AND
DOMAIN REGISTRATION

Another reasons to choose RedHost (the not so simple facts)
At RedHost we believe that our main strength is related to the way we get
involved when bad things happen to our customers. For instance sometimes a website
can get compromised. In most cases this will happen due to very poor administrator login
data (this is a particularly large attack vector), outdated CMS (for instance Magento is
believed to be outdated in a shocking 97% of cases) and theirs plugins and modules (for
instance the Revslider plugin is still causing problems more than 2 years after the
vulnerability discovery).
When such a vulnerability gets used by an attacker bad things will happen like
spam (or even worse like virus spam or phishing spam) that gets sent from the customer's
account by the attacker using scripts injected after the breach). In such cases we have to
take measures. Most hosting services will simply suspend the account and leave the
customer deal with the problem. The big problem is that the customer (and in most cases
the webmaster) is not in a good position to correctly identify the underlying problem. In
most cases the customer (or the webmaster) will try to remove the effects of the problem.
At best, the customer will make some assumptions about what led to the problem but, as
we know, the assumption is (in most cases) mother to all...troubles. At RedHost we
rarely assume anything except maybe just to start somewhere and only if we can prove
the assumption right or wrong.
We are glad to say that in most cases, due to careful investigations we are able not
only to isolate the actual problem but in a lot of cases we are able to reactivate the
customer's site even without the webmaster's involvement (though this is not a normal
service for a webhoster and the webmaster should get involved afterwards) or at least to
give the customer precise feedback about what must be done to properly solve the
problem.
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WWW.SISTEMANTIPLAGIAT.RO
THE PROBLEM – PLAGIARISM IN HIGHER EDUCATION
Although plagiarism is not a new phenomenon, never before was it so easy to
be done. Increased availability of knowledge resources becomes not only a convenience,
but also a temptation to write papers, essays, theses and dissertations with the so-called
copy-paste method. Moreover, the Internet provides access to ghost writers, who offer
writing theses and dissertations for money. These are often also not original works of
the paid author, but the compilations of texts of others.
At the same time, educators are not always able to carefully verify each and
every submitted paper. The problem is global and it cannot be underestimated, as it
endangers the quality of education.
What is needed is a tool detecting plagiarism in submitted papers and a
procedure that guarantees transparency. To help institutions from Romania,
Sistemantiplagiat.ro service was created, which is now used by 38 universities from
Romania and other types of institutions.
THE SOLUTION – SISTEMANTIPLAGIAT.RO
Sistemantiplagiat.ro is constantly improved to ensure the best service for our
customers. Our company is the leader in the market of anti-plagiarism services from
Romania and Poland, our solution being used in over 280 of universities, including in
countries such as Germany, the Republic of Moldova, Ukraine, Colombia, Azerbaijan,
and Kazakhstan.
The user interface of Sistemantiplagiat.ro is available in Romanian, English
and Russian languages. The software verifies the originality of texts written in many
more languages.
The purpose of the technical assistance is the successful implementation of the
anti-plagiarism procedures in higher education institutions.
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THE INTERNET ANTIPLAGIARISM SYSTEM IS:
➢ Intuitive – You can upload the document for verification in a few simple
steps;
➢ Fast – Results of the antiplagiarism analysis are available in less than 24
hours;
➢ Flexible – It’s adaptable to client’s needs and integrated with LMS.
HOW DOES IT WORK
The antiplagiarism system can be integrated with an existing LMS system or
accessed via website, while the customer can choose the number of user and
administrative accounts. Their settings are easily customized. Depending on the needs
of a particular institution, the system allows additional functionalities.
THE SIMILARITY REPORT
The similarity report evaluation facilitates the analysis of the text originality;
determines to what extent has been compiled or copied the document; indicates the
number of fragments borrowed.
The similarity report contains:
➢ Two Similarity Coefficients which indicates the percentage of the analyzed
document identical to the identified sources;
➢ A list of sources of fragments marked as copied;
➢ The full text of the analyzed document. Fragments recognized as identical
are visibly marked. Information on length and source of the copied text is provided.
Highlighting in different colors shows source type.
The similarity report is ready after a few hours. The user can be notified of this
by an automatically generated e-mail. The intelligible form of the Similarity Report
allows quick assessment of the submitted text. Additionally, the similarity report informs
about text distortions, which suggest an attempt to conceal unattributed borrowing.
To ensure the effectiveness of the verification it is important to combine the
software usage with a transparent, simple antiplagiarism procedure.
Sistemantiplagiat.ro has the experience in designing procedures and regulations
dedicated for Higher Education Institutions and implementing them. Moreover, the
company’s specialists provide training and constant user support.
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Author Guidelines
As an author, you are kindly advised to follow the next instructions. Reading and
understanding the requirements before submittal would ensure adherence to IJISC
standards and would facilitate acceptance by the scientific reviewers.
1.

Papers must be submitted in English, French or Romanian having an even
number of pages (maximum 12 pages). At least 50% of the last page should
be occupied by text.

2.

For papers writing it is recommended the use the text processor Microsoft
Word and one of the template models (found on www.ijisc.com/authorguidelines/). We will do the final formatting and all necessary format
conversions of your paper.

3.

The papers will be submitted using our online interface: www.ijisc.com/
paper-submission/. Please do not send your papers by e-mail!

4.

The papers will be reviewed by two scientific reviewers, well-known in their
domains of activity. Usually, it takes 1 to 3 months between the moment you
finished your submission, and a response is given by scientific reviewers.

5.

The papers will be sent back to the authors for corrections if:
1. The figures, pictures or tables are not contained in the text.
2. The reviewers require modifications or supplementary information.

6.

The papers will be rejected if their scientific content is not adequate, if they
don’t contain original elements and if they are not properly written in English,
French or Romanian.

7.

The bibliography must show the authors adequate documentation. At least
7-10 quality references should be cited. Citation standard is IEEE. Please
read: www.ieee.org/documents/ieeecitationref.pdf

8.

The whole responsibility for the calculation exactitude, experimental data,
scientific affirmation, and paper translation belongs to the authors.

9.

The authors will declare on their own responsibility that the article or parts
of it were not published before in other journals.

10. It is mandatory that the authors respect the Copyright Laws. An IJISC
Copyright Form will have to accompany your submission. The signed
copyright form has to be scanned and uploaded by using the online interface
on the website.
More information on: www.ijisc.com/author-guidelines/
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Review Policy
The submitted papers are subject of a double blinded peer review process, in order
to select for publishing the articles meeting the highest possible standards.
IJISC reviewers are experts in the field of information security and cybercrime
from academic police structures and university departments. In the reviewing process,
the reviewers’ identities are not disclosed to the authors, nor are the authors’ identities
disclosed to the reviewers.
When a manuscript is submitted to IJISC, it is initially sent to Editorial Board for
the primary evaluation in order to determine whether or not the paper fits the scope of
the Journal. If the Editorial Board accept it, the paper then enters a blind reviewing
process.
In the reviewing process, the Editor-in-Chief sends the manuscript to two experts
in the field, without the name of authors. The reviewers will consider the following
evaluation criteria:
• The subject relevancy in the area of the journal topics.
• The quality of the scientific content.
• The accuracy of data, statistics and facts.
• The reasonable conclusions supported by the data.
• The correct use of the bibliographic references.
After evaluation process, the reviewers must include observations and suggestions
for papers improvement that are sent to the authors, without the names of the reviewers.
Referees’ evaluations usually include an explicit recommendation of what to do
with the paper. Most recommendations are along the lines of the following:
• To accept it.
• To accept it in the event that its authors improve it in certain ways.
• To reject it, but encourage revision and invite resubmission.
• To reject it.
If the decisions of the two reviewers are not the same (accept/reject), the paper is
sent to a third reviewer. If the suggestions of reviewers for improving the paper are
rejected by the author, the chief editor invites the author to reply to reviewers with the
respect of anonymity. Observing the dialog, the chief editor may send the paper to
additional reviewers. The final decision for publication is done by the Editor-in-Chief
based on the examination of reviewers and the scope of the Journal.
The Editor-in-Chief is responsible for the quality and selection of manuscripts
chosen to be published and the authors are always responsible for the content of each
article.
More information on: www.ijisc.com/review-policy/
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Romanian Association for
Information Security Assurance
The Romanian Association for Information Security Assurance (RAISA) is a
professional, non-governmental, non-partisan political, nonprofit and public benefit
association.
RAISA AIM
The aim of the Romanian Association for Information Security Assurance is promoting
and supporting information security activities in compliance with applicable laws.
RAISA VISION
The vision of the Association is to promote research and education in information
security field and to contribute to the creation and dissemination of knowledge and
technology in this domain. RAISA has a strong representation at the national level,
bringing together professors and researchers from top universities and Romanian
institutions, PhD, Master’s and license students, as well as companies in the IT segment.
RAISA OBJECTIVES
To achieve the stated purpose, the Romanian Association for Information Security
Assurance proposes the following objectives:
• Collaboration with the academic community from Romania or abroad in order to
organize conferences, scientific seminars and workshops for presenting the
development and implementation of effective measures to improve information
security.
• Collaboration with research centers, associations and companies from Romania
or abroad, to organize informative events in information technology security field.
• To perform specific programs for education and training of personnel involved in
electronic information management (data processing, storage, security).
• To ensure the dissemination of notice relating to existing vulnerabilities and
nationally and internationally newly identified threats; to provide solutions for
data restoration and policies to prevent and combat incidents based on the
information provided by suppliers of software solutions.
• To publish scientific journals for university staff, PhD students or Master
Programmes students, researchers, students and other professional categories in
the field of information security and cybercrime,
• To grant awards, scholarships or sponsorships to people with outstanding merits
in the field of information security.
WEBSITE: https://www.raisa.org
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RAISA Members Benefits
RAISA MEMBERS
Romanian Association for Information Security Assurance is an organization that
consists of:
• Founding members - are individuals who have participated in the founding
process of the Association, have agreed with the Statute of the Association at the
date of establishment and are parts of the members’ category, with all their rights.
The founding members pay annual membership fee and have the right to
deliberative vote during the General Assembly.
• Members - are individuals who have joined the Association after the date of establishment. The members pay annual membership fee and have all the rights,
respecting the obligations stipulated in Statute of the Association. They have the
right to deliberative vote during the General Assembly.
• Honorary Members - can be scientists, professors, cultural or religious personalities, valuable professionals, who have rendered outstanding services to the
Association. They are exempted from contributions and their vote is advisory.
• Collaborators/Volunteers - anyone who wants to participate in Association activities without becoming a member. Their collaborations are on no-cost basis; they
don't pay a membership fee and don't have the right to vote.
RAISA MEMBERSHIP BENEFITS:
• Free access to RAISA scientific events.
• Discount to workshops and conferences organized by RAISA.
• Discount for professional courses promoted by RAISA on e-learning platform
www.arasec.ro/elearning.
• Possibility to be involved in RAISA projects, support offered for research and
development.
• Free access to IJISC full-text articles: www.ijisc.com.
Get the most from your membership!
https://www.raisa.org/raisa-members/
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