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Editorial

The phenomenon of cybercrime is constantly evolving in the recent years,
increasing in intensity and complexity. In 2013 activities based on transactions continue
to be exploited, cybercriminals target new platforms and new users and hacktivism
continue to grow as a principal method to commit corporate espionage or to damage the
institutions or government reputation.
The first part of 2013 has proven to be busy in terms of cyber security. Most cyber
security incidents are results from circumscribed cybercrime activities – targeted against
integrity and confidentiality services and information processed by computer systems
target. Some of the most severe incidents were Red October, Miniduke, TeamSpy and
APT1.
Red October
Global cyber-espionage operation known as Red October was targeted against
government agencies, diplomatic organizations and companies all around the world.
Attackers have created more than 60 different domain names and many servers hosted
in different countries in order to control and manage the infected systems.
Miniduke
The malware Miniduke could penetrate computer systems by using a 0-day
vulnerability of Adobe Reader application. MiniDuke victims turned out to be
government agencies located in Ukraine, Belgium, Portugal, Romania, Czech Republic
and Ireland, as well as a research organization in Hungary, two research centers and a
medical facility in the U.S. There were detected 59 victims in 23 countries.
TeamSpy
The operation called TeamSpy is a complex line of attacks targeting high-ranking
politicians and human rights advocates in the CIS and Eastern Europe. The main
objective of this attack was to gather information from infected computers, including
passwords and encryption keys.
APT1
APT1 is the name of a group of hackers in China that seems to be a division of
the Chinese military. The term APT (Advanced Persistent Threat) is still new in this field.
It is assumed that APT1 operates from 2006 and over the last 6 years it has managed to
steal terabytes of data from at least 141 organizations by identifying and exploiting new
security vulnerabilities from software and hardware used by target institutions.
The year 2013 proved to be full of incidents involving corporate infrastructure
penetrated by cyber criminals. The victims includes big companies like Apple,
Facebook, Twitter and Evernote. Attacks like Man-in-the-Browser and Man-in-theMiddle continue to be preferred by cybercriminals to take control over user accounts.
Threats that aim smartphones, tablets and other mobile devices have grown
significantly over last year. The number of users of mobile banking continues to grow
globally. Because users continue to migrate more and more on mobile devices, it is
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expected that the cybercriminals will do the same and they will direct more and more
attacks on this kind of devices. Vishing (Voice phishing - via phone, most often using
Voice over IP technologies) and SMiShing (phishing via SMS/text message) are two of
the most common attacks that exploit mobile device. SMS spoofing, also can be used by
criminals to lure mobile phone users to navigate to a malicious URL supplied via a
Hyperlink.
Mobile applications have become a new threat vector that cybercriminals take
advantage of the opportunity to make malware and phishing attacks under the guise of
legitimate applications. Android mobile platform is the most platform and it is also the
most targeted mobile threats due to its open source nature.
The hacktivism became the main form of public expression of controversial
opinions - political and economic - as a means of protest and ideological conflicts.
Today’s hacktivist groups predominantly are non-related teams or individual hackers
who attack entities according to their own political, religious, social or economic
agendas. In the first half of 2013, such attacks continued against Tibetan and Uyghur
activists.
In this scenery of cyber threats, IJISC – International Journal of Information
Security and Cybercrime attempts to bring together the latest research and development
in information security and the latest methods to prevent and to fight the cybercrime
phenomenon. The Journal includes studies, analyzes and research regarding the concept
of information security and cybercrime.
In the second year of activity International Journal of Information Security and
Cybercrime is indexed in international databases and represent an important scientific
resource for academics, experts, people in training (students, PhD students, young
researchers) or people interested to improve or to update knowledge in information
security and cybercrime domains.

Assistant Professor Ioan-Cosmin MIHAI
Editor-in-chief of IJISC

Section I - Advances in Information Security Research

Securitatea tranzacțiilor on-line în
Internet banking și e-commerce
Roxana - Corina ILIE
University Politehnica of Bucharest, Romania
irc_roxana@yahoo.com

Online Transactions Security in
Internet Banking and e-Commerce
Abstract
Along with the information technology, the Internet high speed development has
caused a gradual transformation of e-commerce. In the electronic commerce, the
online payment is the essential link of this trade and provided a foundation on which it
can develop smoothly. Often, security in e-banking is not just about computers and
connections, though these remain very important and sensitive. This paper presents
security models for e-commerce and methods that ensures confidentiality of information
entered through on the Internet.
Index terms: Internet banking, e-commerce, data encryption, phishing
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Securitatea comunicațiilor în cea mai recentă
generație de rețele mobile - LTE
Adriana SEREȚEANU
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Security in Most Recent Generation of Mobile
Telecommunication Networks - LTE
Abstract
This paper proposes an analysis regarding the security of LTE networks. In the
following we will present legal issues, describing an LTE network, its interaction with
the previous generation and authentication security level.
Index terms: LTE, security, authentication
References
[1].
[2].

D. Forsberg, G. Horn, W.-D. Moeller, V. Niemi, LTE Security, Wiley, 2010.
G. Held, K. Hundley, Arhitecturi de securitate, Editura Teora, 2003.
[3]. S. McClure, J. Scambray, G. Kurtz, Securitatea reţelelor, Editura Teora, 2002.
[4]. http://www.home.agilent.com/upload/cmc_upload/All/Security_in_the_LTESAE_Network.PDF, accesat în decembrie 2012.
[5]. http://www.nmcgroups.com/files/download/NMC.LTE%20Security.v1.0.pdf,
accesat în decembrie 2012.
[6]. http://www.pscr.gov/projects/broadband/700mhz_demo_net/tech_workshop_12
2011/slides/w10-12_Network_Identifiers_Study_Item.pdf, accesat în ianuarie
2013.
[7]. http://lteworld.org/blog/lte-security-principles, accesat în decembrie 2012.
[8]. http://www.3glteinfo.com/lte-security-architecture-20110325/, accesat în ianuarie 2013.
[9]. LTE 10A Air Interface LZU 108 7260 R1A Ericsson, accesat în decembrie 2012.
[10]. http://www.ericsson.com/article/security_eps_1548108316_c, accesat în decembrie 2012.
[11]. http://www.beck.ro/tag/pastrarea-datelor-din-telecomunicatii/, accesat în decembrie 2012.

Section I - Advances in Information Security Research

Securitatea rețelelor de tip cloud
Andreea GRIGORAȘ
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The Security of Cloud Networks
Abstract
In a world dominated by the Internet, the concept of cloud computing is
revolutionizing the way employees work and interact worldwide. Cloud computing
requires a huge and complex network of servers that provides users both storage space
and computing power, using common web browsing devices. In this way, costly
investments in equipment and IT staff are reduced. Cloud computing allows companies
to achieve tremendous computing power via the Internet, without being forced to invest
in infrastructure. This article analyses aspects about cloud networks and their security.
Index terms: cloud networks, security, Internet, monitoring
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Studiu comparativ între securitatea
tradițională și survivabilitate
Ioan-Cosmin MIHAI
“A.I. Cuza” Police Academy
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Comparative Study between
Traditional Security and Survivability
Abstract
In recent years, there have been dramatic changes in the character of security
problems. While security traditionally has been focused on confidentiality of
information, the problems of greatest concern today relate to the availability of
information and continuity of services. Survivability is an emerging discipline with the
purpose of protecting highly distributed information services and assets. Survivability
expands the view of security from a narrow technical specialty, towards a riskmanagement perspective to protect mission-critical systems from cyber-attacks, failures,
and accidents.
Index terms: computer security, survivability, risk management
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Criminalitatea informatică și securitatea
națională în contextul globalizării
Alexandru CONSTANTIN
“A.I. Cuza” Police Academy, Romania
alex_aly92@yahoo.com

Cybercrime and National Security
in the Context of Globalization
Abstract
The development of computer systems and especially of the Internet is, without
discussion, an decisive factor for creating of what we know today as globalization, a
thing being already recognized throughout the substantial contribution brought by the
science of informatics to the humanity progress. Nonetheless, this development also
came with a cost that is creating a new type of crime and at the same time a new category
of criminals, phenomenon that has expressed an increased degree of danger from its
very start, due to the remarkable technological dynamics, diversity and refinement of
the antisocial activities.
Index terms: cybercrime, security, attacks
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Componentele terorismului cibernetic
Ioan MARCEL
“A.I.Cuza” Police Academy, Romania
ioan.marcel90@yahoo.com

The Components of Cyber-Terrorism
Abstract
The paper attends a very important issue for the cybernetic security system
through the theoretical knowledge and applied suggestions in the context of knowing
measures, warnings and disproof of the cybernetic terrorism. This paper is a study to
the criminal cybernetic activity and presents the most complex informatics attacks in
recent years and the method to make and spread cybernetic attacks.
Index terms: cyberterrorism, computer worms, flame, gauss, stuxnet
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The Concept of Cybercrime and
Online Threats Analysis
Filippo PARODI
University of Genoa, Italy
filyppo.parodi@yahoo.com
Abstract
More and more persons are exploiting the speed, convenience and anonymity
that modern software offers in order to commit a diverse range of criminal activities.
This paper analyses the modern concept of cybercrime, cyberespionage and
cyberweapons and the online IT threats.
Index terms: cybercrime, cyberespionage, cyberweapons, online threats
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Analysis of Cyber Security Incidents
First Quarter of 2013
Romanian National Computer Security Incident Response Team
In the CERT-RO was implemented a procedure for cyber security incident
management and the System for early warning and real-time information on cyber
security incidents – SAT is under development. In the present the contact point for
collecting complaints / alerts and information about cyber security incidents is operational both automated and through direct communication, depending on the nature of the
incident.
On the basis of reported alerts from different entities or partners that work with
CERT-RO, the situation of the victims affected by cyber incidents in the first quarter of
2013 is following:
Classification of risk-based cyber incident:
• HIGH RISK – APT, Botnet CC, DDOS;
• Medium risk – Botnet, Data Loss, Malware Distribution;
• Low risk – Phishing, Resource Scanning, SCAM, SPAM, System Compromising, Unlawful Activities.

APT – Advanced Persistent Threat - targeted cyber-attacks with a high degree of
complexity and potential of major risk;
Botnet (victims) – network of infected computer systems controlled by other
people / organizations than their owners;
Botnet (CC) – computer systems used for controlling victims inside a botnet;
Data Loss/Leakage – affecting the availability of confidential / classified data or
accessing them by persons / organizations without rights;
Distributed Denial of Service (DDOS) – affecting the availability of computer
systems/ services or electronic communications;
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Malware Distribution – computer systems / services with role of vector of
infection for other systems;
Phishing – a form of cheating in online environment what consists of using
techniques for handling identity of persons / organizations to obtain material benefits or
confidential information;
Resource Scanning – using of techniques for identifying services / vulnerabilities
used / associated to computer systems;
Scam – a fraudulent business scheme in the online environment;
Spam – unsolicited electronic communications with commercial character;
System Compromising – compromise/infection of computer services/systems;
Unlawful Activities – illegal activities conducted in the online environment (child
pornography, illegal e-commerce etc.).
On the basis of reported alerts, from different entities or partners that work with
CERT-RO, the situation of the victims affected by cyber incidents in the first quarter of
2013 is the following:
Report of Cyber Incidents in Q1 (2013)
BOTNET

2240

Data Loss/Leakage

0

DDoS attack

17

Malware Distribution

108

Phishing

33

Spam

2

System compromising

8

Unlawful Activities
Total

0
2416 cyber-incidents
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In the first quarter of 2013, there were 2416 reported incidents that affected:
Type of Computer Systems Affected
Webservers
68
Networks
4
Total
72
Type of Entity Affected
Public Institution
Banking Institution (online banking system)
Private Organizations
Individuals
Total

9
45
6
7
67
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Conclusions
On the basis of information held by CERT-RO, it highlights a number of
conclusions regarding cyber security incidents that occur / may occur in computer
systems / networks located in Romania, under the responsibility of CERT-RO, as
follows:
• Most cyber security incidents managed by CERT-RO are results from
circumscribed cybercrime activities (targeted against integrity and
confidentiality services and information processed / transmitted / stored by
computer systems target) being generated from the national territory of
Romania and from external spaces.
• From the point of view of effects/impact of incidents mentioned, they are
placed between the indicators used to evaluate the phenomenon of cybercrime,
the main objectives of the actors involved in generating those attacks are
getting material benefits (phishing attacks, spam, botnet networks used for
online advertising, unauthorized access to electronic mail servers, online
identity theft, infections with trojan for banking applications – used for
unauthorized access of data to allow illegal financial transactions, etc.).
• From the analysis of data held by CERT-RO, it is estimated that targeted cyberattacks from "APT - Advanced Persistent Threat" category, with high degree
of complexity and potential high risk, will occur with an upward trend, by
identifying and exploiting new security vulnerabilities from software and
hardware used by target public / private institutions;
• Generally, public institutions are affected by the lack of specialized personal
on systems security line. This vulnerability often leads to improper
configuration of computer systems and their inadequate security comparing
with risks identified in cyberspace;
• In these public institutions where human resources are required, the lack of
adequate technical facilities and poor condition of existing equipment prevents
implementation of modern security solutions.

Section IV - Book Reviews and Conferences Analysis

Book Review
Angelica-Beatrice BACIVAROV, Costel CIUCHI and Gabriel PETRICĂ
Internet Services, Matrix Rom, 2011, ISBN 978-973-755-743-8, 197 pages

The book “Internet Services” takes an overview of the Internet network concept:
aim, technical means, services, protocols, applications, security risks and vulnerabilities.
It’s a certitude that in the contemporary social, technical and information context,
development in any field as well as progress are impossible without considering the use
of the Internet network. Used at office or home, the Internet provide a way to enhance
business opportunities, to communicate, to search for various information or to keep
contact with world’s realities and events. The world’s biggest network provide all users
an equal access to data and services.
In this book we can find both introductory notions (for beginners of Internet
services), and advanced information on applications and services, starting from
connection technologies available to user up to examples of how to use complex
applications.
Beside theory aspects, the book contains numerous practical examples, the
hardware and software aspects pertaining to equipment and services for typical
applications – World Wide Web, electronic mail or file transfer between clients and
servers. The book offers information about computer local networks’ models and
information transmission protocols, domain names organization and ranking. A special
attention is paid to the ways to ensure the Internet security and privacy, main virus
categories and malware type threats, and also to solutions for these problems.

Section IV - Book Reviews and Conferences Analysis
The first chapter, “Internet – Short History”, describes the context in which the
Internet network appeared and developed, providing a general view on its evolution
along time worldwide and in our country.
The second chapter, “Computer Networks – Basics”, reviews the main models of
computer networks, making a classification of them after geographic location, visibility,
and topology. It also defines fundamental terms such as: connection, ports, the clientserver architecture or TCP/IP protocol.
In the third chapter, “Internet Network Connection”, authors presents general
aspects regarding the Internet technologies and connections, the hardware and software
components of a network, the DNS system and the domain names’ organization.
“Applications and Internet Services” is the fourth chapter which describes the
mostly - used services and applications in the Internet network, and provides details on
the operation and practical use of services such as: WWW, e-mail, FTP, chat and instant
messaging. There are equally described the main services (active in the past, present and
even future), such as USENET, Web feeds, multimedia streams, social networks, virtual
reality and entertainment, business environment and e-learning concept.
The fifth chapter, “Internet Security and Privacy”, presents aspects related to
security and privacy on Internet. Information security is an increasingly important
aspect, being outlined from the angle of physical security, of services and data and of the
main ways to secure networks and applications. Among other subjects, this chapter offers
information about:
• malicious software (Viruses, Worms, Trojans, Spyware, Adware);
• malicious e-mail (Spam, Scam, Hoax, Phishing);
• other threats like IP spoofing, Denial-of-Service, Cross-Site Scripting, SQL
Injections, Remote File Inclusion;
• software techniques to ensure computer security: firewall, anti-virus, data
backup applications, encryption algorithms and how to sign electronic
messages with digital certificates
In the six chapter, “News & Perspectives”, we can find interesting details about
some of Internet development trends. Terms such as: Internet of Things or Semantic Web
will become usual in short time, new technologies and services being under development
and to be implemented in the short or medium run.
The book ends with three annexes comprising units and prefixes used to measure
the amount of information, a list of top-level domains and a ranking of anti-virus
programs.
The present book is the outcome of an important experience acquired further to
numerous scientific programs or research activity attended by authors and of many
courses and didactic laboratory classes along years.
Professor Marin DRAGULINESCU, PhD
University Politehnica of Bucharest, Romania
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