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Using Embedded Platforms to Monitor
Network Security
Cristian PASCARIU, Ionuţ-Daniel BARBU, Ioan C. BACIVAROV
EUROQUALROM - ETTI, University “Politehnica” of Bucharest, Romania
proteus_web5@yahoo.com, barbu.ionutdaniel@gmail.com,
bacivaro@euroqual.pub.ro
Abstract
Although in these moments wireless routers are accessible for consumer use in
public places as well as in households, from a security perspective, wireless networks
pose an increased risk, not only for unauthorized access to the network, but more
important for manipulating the information flow of other users on the network. Man-inthe-middle attacks enable attackers to impersonate legitimate services and intercept
communications from the users in an attempt to steal sensitive information. In this paper
the authors propose a solution based on embedded devices to detect attackers that
manipulate the network with the scope of stealing sensitive information. This solution is
based on low cost and energy efficient computers that can be connected to regular
network equipment to detect and alert on malicious activity.
Index terms: Security, Embedded devices, ARP Spoofing, Man-in-the-middle,
Packet Analysis, Intrusion Detection
References:
[1].
[2].
[3].
[4].
[5].

https://en.wikipedia.org/wiki/ARP_spoofing
https://en.wikipedia.org/wiki/Man-in-the-middle_attack
https://scapy.net/
https://pentest.blog/what-is-llmnr-wpad-and-how-to-abuse-them-during-pentest/
https://www.trustedsec.com/2013/07/wpad-man-in-the-middle-clear-textpasswords/
[6]. https://www.bro.org/
[7]. https://suricata-ids.org/
[8]. https://thepacketgeek.com/scapy-sniffing-with-custom-actions-part-1/
[9]. https://fossbytes.com/arp-spoofing-attacks-detection-prevention/
[10]. https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-6500-seriesswitches/white_paper_c11_603839.html
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Security of Personal Data in Social Networks
Ionela-Mariana VLAD
EUROQUALROM, University POLITEHNICA of Bucharest, Romania
marianavlad91@gmail.com
Abstract
Nowadays, social networks are some of the fastest growing online services. Take
for instance the case of Facebook which is considered to be the second most visited site
on the Internet and reports growth rates of 3% per week. Social engineering attacks
target human weaknesses instead of the technical vulnerabilities of the system. Usually,
the attackers are attracted by the large amount of personal data published on the user’s
profile. In social networks, the next attacks are specific to reverse social engineering:
recommendation-based, visitor tracking-based and demographics-based attacks. In this
paper, I will study the risks of using Facebook, the implication of Reverse Social
Engineering in social networks and methods of securing a Facebook account.
Index terms: security, attack, vulnerability, profile
References:
[1].

D. Irani, M. Balduzzi, D. Balzarotti, E. Kirda, Social Engineering Attacks in Online
Social Networks. [Online] Available: http://www.syssec-project.eu/m/pagemedia/3/irani-dimva11.pdf
[2]. Facebook. [Online] Available: http://en.wikipedia.org/wiki/Facebook
[3]. Facebook statistics. [Online] Available: http://www.statisticbrain.com/facebookstatistics/
[4]. S. Mirza, How to secure your Facebook account, Center for Internet Security, May
2013
[5]. How to update your Facebook security settings for maximum security. [Online]
Available: http://www.mcasyuma.marines.mil/Portals/152/Docs/securefb.pdf
[6]. H. Jones, J.H. Soltren, Facebook: Threats to Privacy, December 14, 2005
[7]. Phishing
attacks
using
social
networks.
[Online]
Available:
http://www.indiana.edu/~phishing/social-network-experiment/
[8]. Spamming. [Online] Available: http://en.wikipedia.org/wiki/Spamming
[9]. What is SSL (Secure Sockets Layer) and what are SSL certificates? [Online]
Available: https://www.digicert.com/ssl.htm
[10]. B. Dinerman, Social networking and security risks. [Online] Available:
http://www.gfi.com/whitepapers/Social_Networking_and_Security_Risks.pdf
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The Influence of Vulnerabilities on the
Information Systems and Methods of
Prevention
Irina POPESCU
EUROQUALROM - ETTI, University “Politehnica” of Bucharest, Romania
irina_m_popescu@yahoo.com
Abstract
Due to the constant increase of information in different areas and the evolving of
applications and equipment, the number of vulnerabilities the systems encounter also
rises exponentially. The information systems are known as an important part of every
organization. As a result, they have to be secure and reliable to the users. There are ways
for unauthorized people to access sensitive information. In this paper will discuss about
the types of possible vulnerabilities and how they influence the security of information
system. Also, methods to prevent attack due to the vulnerabilities will be presented.
Index terms: vulnerabilities, information systems, security methods
References:
[1].
[2].

[3].
[4].

[5].
[6].
[7].
[8].

O.H. Alhazmi, Y.K. Malaiya, I. Ray, Measuring, analyzing and predicting security
vulnerabilities in software systems, Computers & Security, 26, 3, Elsevier, 2006.
Philip S. Anton, Robert H. Anderson, Richard Mesic, Michael Scheiern, Finding
and Fixing Vulnerabilities in Information Systems, The Vulnerability Assessment
and Mitigation Methodology, Rand Corporation, 2004.
Ioan-Cosmin MIHAI, Security of the computer system, course notes.
Information technology - Security techniques - Information security management
systems - Requirements, ISO/IEC 27001:2013 (E), [Online], Available:
https://trofisecurity.com/assets/img/iso27001-2013.pdf
ISO/IEC 27002, [Online], Available: https://en.wikipedia.org/wiki/ISO/IEC_
27002
Information security, [Online], Available: https://en.wikipedia.org/wiki/
Information_security
Vulnerability (computing) [Online], Available: https://en.wikipedia.org/wiki/
Vulnerability_(computing)
Risk management, [Online], Available: https://en.wikipedia.org/wiki/Risk_
management
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Wi-Fi Security Dedicated Architectures
Eduard-Ionuț BOROȘEANU
EUROQUALROM, University POLITEHNICA of Bucharest, Romania
edi_eduard92@yahoo.com
Abstract
This article will emphasize architectures that were designed due to the new
business generated by wireless infrastructures. First, authentication issues of wireless
users in “hot spot” - also called “captive portal” - architectures will be discussed.
Lastly, recent architectures such as WIDS/WIPS (Wireless Intrusion Detection
Systems/Wireless Intrusion Prevention Systems) aiming at detecting any malicious
wireless activity will be detailed.
Index terms: wireless, attacks, WIDS, hot-spot
References:
[1].
[2].
[3].
[4].
[5].
[6].
[7].

H. Chaouchi, M. Laurent-Maknavicius, Wireless and Mobile Network Security
K. Curran, Wi-Fi Security
H. Davis, R. Mansfield, The Wi-Fi Experience: Everyone’s Guide to 802.11b
Wireless Networking
J.R. Vacca, Guide to Wireless Network Security
K. Pahlavan, P. Krishnamurthy, Principles of Wireless Networks: A Unified
Approach
R.K. Nichols, P.C. Lekkas, Wireless Security: Models, Threats and Solutions
R. Flickenger, Building Wireless Community Networks
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Solutions to Secure a Network
Marian-Sorin MAREȘ
EUROQUALROM - ETTI, University “Politehnica” of Bucharest, Romania
marian.mares1990@yahoo.com
Abstract
Security is a very difficult topic. Everyone has a different idea of what ``security''
is, and what levels of risk are acceptable. Network security describes the policies and
procedures implemented by a network administrator to avoid and keep track of
unauthorized access, exploitation, modification, or denial of the network and network
resources. Security implemented in a network helps protect users' data; it reduces the
risk of legal action from data theft. This paper presents the methods used for having a
secure network, how you can secure your network.
Index terms: network security, cyber-attack, VPN
References:
[1].

Why you should start using VPN. [Online] Available: lifehacker.com/5940565/
why-you-should-start-using-a-vpn-and-how-to-choose-the-best-one-for-yourneeds
[2]. What is network security. [Online] Available: http://www.cisco.com/cisco/web/
solutions/small_business/resource_center/articles/secure_my_business/what_is_
network_security/index.html?referring_site=smartnavRD
[3]. What is antispyware software. [Online] Available: http://www.microsoft.com/
security/resources/antispyware-whatis.aspx
[4]. Virtual private network access protection. [Online] Available: http://www.trusteer
.com/solutions/virtual-private-network-vpn-access-protection
[5]. IPSec VPN Fundamentals. [Online] Available: http://www.eetimes.com/document
.asp?doc_id=1275828
[6]. Criptarea. [Online] Available: http://www.scientia.ro/tehnologie/34-cumfunctioneaza-calculatorul/409-cum-functioneaza-criptarea-datelor.html
[7]. Intrusion prevention and detection basics. [Online] Available: https://www.
paloaltonetworks.com/resources/learning-center/what-is-an-intrusion-preventionsystem-ips.html
[8]. Firewall. [Online] Available: http://www.webopedia.com/TERM/F/firewall.html
[9]. How firewalls protect your PC. [Online] Available: https://www.comodo.com/
resources/home/how-firewalls-work.php
[10]. Firewall detection. [Online] Available: http://www.bullguard.com/bullguardsecurity-center/pc-security/computer-security-resources/firewall-protection.aspx
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[11]. Authentication, authorization and accounting. [Online] Available: http://
searchsecurity.techtarget.com/definition/authentication-authorization-andaccounting
[12]. Improving network protection and performance with Network-based antivirus
technology. [Online] Available: http://www.ckeynetworks.com/App_Notes/
Fortinet/NetworkBasedAVTechnologyAdvantages.
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Book review: Alessandro Birolini Reliability Engineering: Theory and Practice
Ioan C. BACIVAROV
University “Politechnica” of Bucharest, Romania
Professor Emeritus Alessandro Birolini recently published at the prestigious
Springer Publishing House the 8th English edition (the final one) of his monumental
book “Reliability Engineering: Theory and Practice”. This book is considered amongst
the specialists in the field as a "Bible of Reliability".

The request for a Chinese translation of this book and the very high eBook
requirements (more than 10,000 per year since 2013) were the motivation for this final
edition.
This book shows how to build in and assess reliability, availability,
maintainability, and safety (RAMS) of components, equipment & systems. It presents
the state-of-the-art of reliability (RAMS) engineering, in theory & practice, and is based
on the important author's industry and academic experience in this field.
Performance, dependability, cost, and time to market are key factors for today's
products and services. However, failure of complex systems can have major safety
consequences; reliability engineering can help. Consequently, in the vision of Prof.
Birolini, the purpose of this book is to develop methods and tools to evaluate and
demonstrate reliability, maintainability, availability, and safety of components,
equipment & systems, and to support development and production engineers in building
ISSN: 2285-9225

WWW.IJISC.COM

International Journal of Information Security and Cybercrime

Vol. 7 Issue 2/2018

in these characteristics. To build in reliability, maintainability, and safety into complex
systems, failure rate and failure mode analyses must be performed early in the
development phase and be supported (as far as possible) by failure mechanism analysis,
design guidelines, and design reviews. Before production, qualification tests are
necessary to verify that targets have been achieved. In the production phase, processes
have to be qualified and monitored to assure the required quality level.
This book presents the state-of-the-art of reliability engineering in theory and
practice. It is a textbook based on the author's experience of 30 years in this field, half
in industry and as founder of the Swiss Test Laboratory for VLSI ICs in Neuchâtel, and
half as Professor (full since 1992) of Reliability Engineering at the prestigious Swiss
Federal Institute of Technology (ETH) Zurich, one of the best-rated technical
universities in the world. It also reflects the experience gained in an effective cooperation
between University and Industry over 10 years, with more than 30 medium and large
industries.
The structure of the book has been maintained through all editions, with main
Chapters 1 to 8 and Appendices A1 to A11 (A10 and A11 since the 5th edition 2007),
but new models and considerations have been added for each successive new edition.
Chapters 2, 4 and 6 (230 pp.) deal carefully with analytical investigations, Chapter 5 (25
pp.) with design guidelines, Chapters 3 and 7 (90 pp.) with tests, and Chapter 8 (15 pp.)
with assurance activities during the production phase. Appendix A1 (15 pp.) defines and
fully comments on the terms commonly used in reliability (RAMS) engineering.
Appendices A2 - A5 (30 pp.) have been added to Chapter 1 (25 pp.) to support managers
in answering the question of how to specify & achieve high reliability (RAMS) targets
for complex equipment & systems. Appendices A6 - A8 (150 pp.) are a careful
introduction to probability theory, stochastic processes, and mathematical statistics, as
necessary for Chapters 2, 4, 6, and 7, consistent from a mathematical point of view but
still with reliability engineering applications in mind (demonstration of established
theorems is referred, and for all other propositions or equations, sufficient details for a
complete demonstration are given). Appendices A9 - A11 (20 pp.) include statistical
tables, Laplace transforms, probability charts, basic technological component's
properties, and problems for homework.
I have already analyzed in detail some of the previous editions of this book, so I
do not want to go into details in the following; those interested are kindly requested to
access these reviews 1 2. Also, more details about the life and work of Professor Birolini,
considered as "A Guru of European reliability", can be found in a presentation 3, as well
as in two interviews he has given to me 4 5.
1

I.C. Bacivarov, Alessandro Birolini: Reliability Engineering. Theory and Practice - A Bible of
Reliability, Quality Assurance, Vol. XVI (2010), Issue 63, pp. 4-6
2
I.C. Bacivarov, Alessandro Birolini: Reliability Engineering. Theory and Practice, Proceedings
of the 12th International Conference in Quality and Dependability - CCF2010, Sinaia, pp. 3-5
3
I.C. Bacivarov, Professor Emeritus Alessandro Birolini. A Guru of European Reliability,
Quality Assurance, Vol. XVI (2010), Issue 63, pp. 2-3
4
I.C. Bacivarov, Lessons from a Life Dedicated to Reliability. An Interview with Professor
Emeritus Alessandro Birolini, Quality Assurance, Vol. XVI (2010), Issue 64, pp. 5-8
5
I.C. Bacivarov, An Interview with Professor Emeritus Alessandro Birolini, International Journal
of Information Security and Cybercrime - IJISC, Vol. VI (2017), pp. 53-58
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Extended and carefully reviewed to improve accuracy, the final edition of the
book represents - in author’s opinion - the continuous improvement effort to satisfy
reader's needs and confidence.
New for the 8th English edition are an introduction to risk management with
structurally new models based on semi-Markov processes, reliability and availability
analysis of some redundant structures, new homework problems, and refinements, in
particular, on multiple failure mechanisms, approximate expressions for large complex
systems, a.o.
The book has been used for many years (beginning with the 1st German edition 1985, Springer) as a textbook for three semesters beginning graduate students at the ETH
Zurich, in several European technical universities as well as for courses aimed at
engineers in industry. The basic course (Chapters 1, 2, 5 and 7, with introduction to
Chapters 3, 4, 6 and 8) should belong to the curriculum of most engineering degrees,
considers the author.
I have personally used - during the last 20 years - Professor Birolini's book as a
reference material for the Master “Quality and Dependability in Electronics and
Telecommunications” developed at the University Politechnica of Bucharest, as well as
for the PhD students in the field.
All in all, the book of Professor Birolini is an excellent one, which can be highly
recommended for both academia and industry as a veritable guide to the interdisciplinary
field which is reliability.
It is important to mention that summed over the German and English editions (1st
edition - 1985 and 1994, respectively), this is the 13th edition of this excellent book,
distributed over 30 years all around the world. It's an impressive number of editions for
a technical book, that comes to reinforce the value and interest of the specialists for this
work.
This final edition reviews, refines, and extends all previous editions of this book.
With the ability, patience and talent of a Swiss jeweler, Professor Birolini has polished
this book to perfection for over 30 years and in 13 successive editions, of which eight in
English. And the result - the final edition in English of the book Reliability Engineering:
Theory and Practice, is a real jewel, with an infinite value for both theory and practice
in the field of Reliability; a true Bible for this domain.
The Chinese language edition that will be soon published, under the auspices of
the Springer publishing house too, will be an award for Professor Birolini's book value
and will provide the great number of Chinese researchers and academics with a valuable
- theoretical and practical - working tool in the field of reliability engineering.

Professor Ioan C. BACIVAROV, PhD
President of the Romanian Association for Information Security Assurance
Director of EUROQUALROM - ETTI
University “Politechnica” of Bucharest, Romania
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Launching the Study “Current Challenges in
the Field of Cybersecurity”
Ioan-Cosmin MIHAI
Romanian Association for Information Security Assurance
The study “Current challenges in the field of cybersecurity – Romania’s
contribution to the field” was launched at the Permanent Representation of Romania
to the European Union, Bruxelles, Belgium, on November 7, 2018. The study was
developed by the researchers Ioan-Cosmin MIHAI (The Romanian Police Academy),
Costel CIUCHI (The General Secretariat of the Romanian Government), and Gabriel
PETRICĂ (The University Politehnica of Bucharest, Romania), in the series “Strategy
and Policy Studies” (SPOS) coordinated by the European Institute of Romania.

The event was open by the Romanian Minister-delegate for European Affair,
who underlined the importance of cybersecurity to the digital future of Europe and that
Romania is interested in working on the issue of protecting citizens’ safety in the
cyberspace. The study “Current challenges in the field of cybersecurity – Romania’s
contribution to the field” was presented by Ioan-Cosmin MIHAI (The Romanian Police
Academy) and Costel CIUCHI (The General Secretariat of the Romanian Government).
Other important speakers from the European Union Agency for Network and
Information Security (ENISA) and DG CONNECT presented also the newest challenges
in the field of cybersecurity.
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The general objective of this study was to analyze current cyberspace
challenges, identifying threats, vulnerabilities, and risks to cybersecurity. Romania’s
capacity to respond to the threats present in the virtual environment, both at national,
European, and regional levels, was also studied.

The study “Current challenges in the field of cybersecurity – Romania’s
contribution to the field” can be downloaded from the address: http://ier.gov.ro/wpcontent/uploads/2018/10/SPOS_2017_Study_4_FINAL.pdf.
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BSides Bucharest Security Conference 2018
Cristina NICA*, Ionuț-Daniel BARBU**
*BSidesBucharest board member, ** Romanian Association for Information Security
Assurance
Each BSides chapter is a community-driven framework for building events for
and by information security community members. The goal is to expand the spectrum
of conversation beyond the traditional confines of space and time. It creates opportunities
for individuals to both present and participate in an intimate atmosphere that encourages
collaboration. It is an intense event with discussions, demos, and interaction from
participants. It is where conversations for the next-big-thing are happening.
Part of the Adobe security team along with other community enthusiasts have
started the BSidesBucharest organization. BSides Bucharest is a non-profit organization,
independently run, community supported conference and part of the worldwide Security
BSides movement. The idea behind the Security BSides Bucharest event is to organize
a sales-pitch free Information Security community where professionals, experts,
researchers, and InfoSec enthusiasts come together to discuss. The produced events are
a source of education, collaboration and continued conversation and challenge for
information technologists and those associated with this field:
 Learn about the most current trends, tools & techniques through our events;
 Stimulate your creative and critical thinking by joining your powers with others
in order to create open source project to benefit the community;
 Build your professional network.

Source: https://www.facebook.com/BSidesBucharest/
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The latest meetup was delivered under the “BSides On the Road” movement in
order to bring information security topics to cities not as accustomed to the field as the
big cities are. This event was focused around OWASP ZAP tool and the E-crime activity
in the recent months.

Source: https://www.facebook.com/BSidesBucharest/
The event was held on the 23rd of November, 2018 and the array of talks covered
this topics:
 The adventures of Lab ED011 (Andrada Fiscutean);
 Breaking Docker (Bogdan Simion & Dumitra Dragos);
 Detecting Anomalies in Command line using Machine Learning (Andrei Cotaie
& Tiberiu Boros);
 Macabre stories of a hacker in the public health sector (Chile) (Phillipe Delteil);
 Life after GDPR! (Alexandru Tabusca);
 XSS Fuzzer (Ionut Popescu);
 In search of unique behavior (Ioan Iacob & Marius Bucur);
 How Adobe fights against account hijacking (Catalin Manole);
 ICS Environments: New hot target for cyber attackers, new spicy challenges for
incident responders (Cosmin Anghel).
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REDHOST
WEBHOSTING, RESELLER AND
DOMAIN REGISTRATION

Reasons to choose RedHost (the simple facts):
 More than 11 years of activity;
 100% SSD hosting;
 99.9% guarantee uptime;
 Free domains on customer's name;
 R1Soft backups;
 Unlimited traffic;
 LiteSpeed Web Server;
 Dedicated IPs (with most packages);
 30 days refund guarantee.
RedHost's core business consists of shared webhosting, domain registration
and additional services such as reseller hosting and SSL certificates.
RedHost has also years of activity in the VPS market where we offer two different
products:
 KVM VPS – a full virtualization platform which means that the
resources are fully committed;
 OpenVZ VPS – a paravirtualization platform which means the
resources are partially shared with other customers on the same physical
node.
RedHost also offer dedicated servers and collocations services.
Euroweb LTD
Gradina Veche, 88, Galati, Romania
www.redhost.ro, office@redhost.ro
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REDHOST
WEBHOSTING, RESELLER AND
DOMAIN REGISTRATION

Another reasons to choose RedHost (the not so simple facts)
At RedHost we believe that our main strength is related to the way we get
involved when bad things happen to our customers. For instance sometimes a website
can get compromised. In most cases this will happen due to very poor administrator login
data (this is a particularly large attack vector), outdated CMS (for instance Magento is
believed to be outdated in a shocking 97% of cases) and theirs plugins and modules (for
instance the Revslider plugin is still causing problems more than 2 years after the
vulnerability discovery).
When such a vulnerability gets used by an attacker bad things will happen like
spam (or even worse like virus spam or phishing spam) that gets sent from the customer's
account by the attacker using scripts injected after the breach). In such cases we have to
take measures. Most hosting services will simply suspend the account and leave the
customer deal with the problem. The big problem is that the customer (and in most cases
the webmaster) is not in a good position to correctly identify the underlying problem. In
most cases the customer (or the webmaster) will try to remove the effects of the problem.
At best, the customer will make some assumptions about what led to the problem but, as
we know, the assumption is (in most cases) mother to all...troubles. At RedHost we
rarely assume anything except maybe just to start somewhere and only if we can prove
the assumption right or wrong.
We are glad to say that in most cases, due to careful investigations we are able not
only to isolate the actual problem but in a lot of cases we are able to reactivate the
customer's site even without the webmaster's involvement (though this is not a normal
service for a webhoster and the webmaster should get involved afterwards) or at least to
give the customer precise feedback about what must be done to properly solve the
problem.
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WWW.SISTEMANTIPLAGIAT.RO
THE PROBLEM – PLAGIARISM IN HIGHER EDUCATION
Although plagiarism is not a new phenomenon, never before was it so easy to
be done. Increased availability of knowledge resources becomes not only a convenience,
but also a temptation to write papers, essays, theses and dissertations with the so-called
copy-paste method. Moreover, the Internet provides access to ghost writers, who offer
writing theses and dissertations for money. These are often also not original works of
the paid author, but the compilations of texts of others.
At the same time, educators are not always able to carefully verify each and
every submitted paper. The problem is global and it cannot be underestimated, as it
endangers the quality of education.
What is needed is a tool detecting plagiarism in submitted papers and a
procedure that guarantees transparency. To help institutions from Romania,
Sistemantiplagiat.ro service was created, which is now used by 38 universities from
Romania and other types of institutions.
THE SOLUTION – SISTEMANTIPLAGIAT.RO
Sistemantiplagiat.ro is constantly improved to ensure the best service for our
customers. Our company is the leader in the market of anti-plagiarism services from
Romania and Poland, our solution being used in over 280 of universities, including in
countries such as Germany, the Republic of Moldova, Ukraine, Colombia, Azerbaijan,
and Kazakhstan.
The user interface of Sistemantiplagiat.ro is available in Romanian, English
and Russian languages. The software verifies the originality of texts written in many
more languages.
The purpose of the technical assistance is the successful implementation of the
anti-plagiarism procedures in higher education institutions.
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THE INTERNET ANTIPLAGIARISM SYSTEM IS:
 Intuitive – You can upload the document for verification in a few simple
steps;
 Fast – Results of the antiplagiarism analysis are available in less than 24
hours;
 Flexible – It’s adaptable to client’s needs and integrated with LMS.
HOW DOES IT WORK
The antiplagiarism system can be integrated with an existing LMS system or
accessed via website, while the customer can choose the number of user and
administrative accounts. Their settings are easily customized. Depending on the needs
of a particular institution, the system allows additional functionalities.
THE SIMILARITY REPORT
The similarity report evaluation facilitates the analysis of the text originality;
determines to what extent has been compiled or copied the document; indicates the
number of fragments borrowed.
The similarity report contains:
 Two Similarity Coefficients which indicates the percentage of the analyzed
document identical to the identified sources;
 A list of sources of fragments marked as copied;
 The full text of the analyzed document. Fragments recognized as identical
are visibly marked. Information on length and source of the copied text is provided.
Highlighting in different colors shows source type.
The similarity report is ready after a few hours. The user can be notified of this
by an automatically generated e-mail. The intelligible form of the Similarity Report
allows quick assessment of the submitted text. Additionally, the similarity report informs
about text distortions, which suggest an attempt to conceal unattributed borrowing.
To ensure the effectiveness of the verification it is important to combine the
software usage with a transparent, simple antiplagiarism procedure.
Sistemantiplagiat.ro has the experience in designing procedures and regulations
dedicated for Higher Education Institutions and implementing them. Moreover, the
company’s specialists provide training and constant user support.
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Author Guidelines
As an author, you are kindly advised to follow the next instructions. Reading and
understanding the requirements before submittal would ensure adherence to IJISC
standards and would facilitate acceptance by the scientific reviewers.
1.

Papers must be submitted in English, French or Romanian having an even
number of pages (maximum 12 pages). At least 50% of the last page should
be occupied by text.

2.

For papers writing it is recommended the use the text processor Microsoft
Word and one of the template models (found on www.ijisc.com/authorguidelines/). We will do the final formatting and all necessary format
conversions of your paper.

3.

The papers will be submitted using our online interface: www.ijisc.com/
paper-submission/. Please do not send your papers by e-mail!

4.

The papers will be reviewed by two scientific reviewers, well-known in their
domains of activity. Usually, it takes 1 to 3 months between the moment you
finished your submission and a response is given by scientific reviewers.

5.

The papers will be send back to the authors for corrections if:
1. The figures, pictures or tables are not contained in the text;
2. The reviewers require modifications or supplementary information.

6.

The papers will be rejected if their scientific content is not adequate, if they
don’t contain original elements and if they are not properly written in
English, French or Romanian.

7.

The bibliography must show the authors adequate documentation. At least
7-10 quality references should be cited. Citation standard is IEEE. Please
read: www.ieee.org/documents/ieeecitationref.pdf

8.

The whole responsibility for the calculation exactitude, experimental data,
scientific affirmation and paper translation belongs to the authors.

9.

The authors will declare on their own responsibility that the article or parts
of it were not published before in others journals.

10. It is mandatory that the authors respect the Copyright Laws. An IJISC
Copyright Form will have to accompany your submission. The signed
copyright form has to be scanned and uploaded by using the online interface
on the website.
More information: www.ijisc.com/author-guidelines/
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Review Policy
The submitted papers are subject of a double blinded peer review process, in order
to select for publishing the articles meeting the highest possible standards.
IJISC reviewers are experts in the field of information security and cybercrime
from academic police structures and university departments. In the reviewing process,
the reviewers’ identities are not disclosed to the authors, nor are the authors’ identities
disclosed to the reviewers.
When a manuscript is submitted to IJISC, it is initially sent to Editorial Board for
the primary evaluation in order to determine whether or not the paper fits the scope of
the Journal. If the Editorial Board accept it, the paper then enters a blind reviewing
process.
In the reviewing process, the Editor-in-Chief sends the manuscript to two experts
in the field, without the name of authors. The reviewers will consider the following
evaluation criteria:
 The subject relevancy in the area of the journal topics;
 The quality of the scientific content;
 The accuracy of data, statistics and facts;
 The reasonable conclusions supported by the data;
 The correct use of the bibliographic references.
After evaluation process, the reviewers must include observations and suggestions
for papers improvement that are sent to the authors, without the names of the reviewers.
Referees’ evaluations usually include an explicit recommendation of what to do
with the paper. Most recommendations are along the lines of the following:
 To accept it;
 To accept it in the event that its authors improve it in certain ways;
 To reject it, but encourage revision and invite resubmission;
 To reject it.
If the decisions of the two reviewers are not the same (accept/reject), the paper is
sent to a third reviewer. If the suggestions of reviewers for improving the paper are
rejected by the author, the chief editor invites the author to reply to reviewers with the
respect of anonymity. Observing the dialog, the chief editor may send the paper to
additional reviewers. The final decision for publication is done by the Editor-in-Chief
based on the examination of reviewers and the scope of the Journal.
The Editor-in-Chief is responsible for the quality and selection of manuscripts
chosen to be published and the authors are always responsible for the content of each
article.
More information: www.ijisc.com/review-policy/
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Romanian Association for
Information Security Assurance
RAISA - Romanian Association for Information Security Assurance is a
professional, non-governmental, non-partisan political, nonprofit and public benefit
association.
RAISA AIM
The aim of Romanian Association for Information Security Assurance is promoting and
supporting information security activities in compliance with applicable laws.
RAISA VISION
The vision of the Association is to promote research and education in information
security field and to contribute to the creation and dissemination of knowledge and
technology in this domain. RAISA has a strong representation at the national level,
bringing together professors and researchers from top universities and Romanian
institutions, PhD, Master’s and license students, as well as companies in the IT segment.
RAISA OBJECTIVES
To achieve the stated purpose, Romanian Association for Information Security
Assurance proposes the following objectives:
 Collaboration with the academic community from Romania or abroad in order to
organize conferences, scientific seminars and workshops for presenting the
development and implementation of effective measures to improve information
security;
 Collaboration with research centers, associations and companies from Romania
or abroad, to organize informative events in information technology security field;
 To perform specific programs for education and training of personnel involved in
electronic information management (data processing, storage, security);
 To ensure the dissemination of notice relating to existing vulnerabilities and
nationally and internationally newly identified threats; to provide solutions for
data restoration and policies to prevent and combat incidents based on the
information provided by suppliers of software solutions;
 To publish scientific journals for university staff, PhD students or Master's
students, researchers, students and other professional categories in the field of
information security and cybercrime;
 To grant awards, scholarships or sponsorships to people with outstanding merits
in the field of information security.
Website: www.raisa.org
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RAISA Members Benefits
RAISA MEMBERS
Romanian Association for Information Security Assurance is an organization that
consists of:
 Founding members - are individuals who have participated in the founding
process of the Association, have agreed with the Statute of the Association at the
date of establishment and are parts of the members’ category, with all their rights.
The founding members pay annual membership fee and have the right to
deliberative vote during the General Assembly.
 Members - are individuals who have joined the Association after the date of establishment. The members pay annual membership fee and have all the rights,
respecting the obligations stipulated in Statute of the Association. They have the
right to deliberative vote during the General Assembly.
 Honorary Members - can be scientists, professors, cultural or religious personalities, valuable professionals, who have rendered outstanding services to the
Association. They are exempted from contributions and their vote is advisory.
 Collaborators/Volunteers - anyone who wants to participate in Association activities without becoming a member. Their collaborations are on no-cost basis; they
don't pay a membership fee and don't have the right to vote.
RAISA MEMBERSHIP BENEFITS:
 Free access to RAISA scientific events;
 Discount to workshops and conferences organized by RAISA;
 Discount for professional courses promoted by RAISA on e-learning platform
www.cpf.ro;
 Possibility to be involved in RAISA projects, support offered for research and
development;
 Free access to IJISC full-text articles: www.ijisc.com;
 10% discount for books sold by RAISA;
 Free subscription to latest news in information security field on RAISA official
channel: www.securitatea-informatiilor.ro;
 Free subscription to latest news in cybercrime filed on RAISA official channel:
www.criminalitatea-informatica.ro;
 Member name listing on RAISA website.
Get the most from your membership!
www.raisa.org/members/
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