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Editorial
Cybersecurity - a Romanian Perspective in
the European Context
Gabriel Petrică
Faculty of ETTI, University POLITEHNICA of Bucharest, Romania
Cyber security is a current and high interest concern, its challenges being the
emergence of new vulnerabilities (in operating systems and Web applications) or threats
(like APT) and the permanent change of the attackers’ interest regarding their targets.
According to ENISA's Threat Landscape Report 20181, some changes in the cyber
threat hierarchy occurred in 2018: the number of Denial of Service, Botnets, Data
Breaches and Information Leakage threats increased, while threats like Spam and
Ransomware have declined. Specific to 2018 was the emergence of a new motivation of
the attackers, namely the monetization of their actions, which led to a new entry in the
top of threat: Cryptojacking. However, the most common types of threats have remained
the same as in 2017, in order: Malware, Web-based Attacks, Web Application Attacks
and Phishing.
The recent evolution of cyber threats in Romania is presented by the analysis
elaborated by the Romanian National Computer Security Incident Response Team
(CERT-RO) for 20182. At national level it is noteworthy that the main class of cyber
incidents is represented by the vulnerable systems (unsecured, incorrectly configured or
which needs updating) - 80.57%, followed by botnet malware (11.91%) and
compromised systems (7.02%). Like the general trend, also in Romania there has been
a significant increase of Cryptojacking attacks, the most common malware being
MoneroMiner, CoinMiner and BitcoinMiner. The CERT-RO analysis also reveals that
the cyber-attacks originated from countries from almost all areas of the world.
In the European Commission's Digital Economy and Society Index (DESI)
country report for 20193, Romania is placed on the same penultimate place among the
states of the European Union (27th place), yet scoring higher than in 2018 (36.5 vs. 35.4),
while in the European Union the average score for 2019 was 52.5 (increasing from 49.8
in 2018). Romania's best rank is in the chapter of fixed and mobile Connectivity (22nd
1

ENISA Threat Landscape Report 2018 - 15 Top Cyberthreats and Trends, https://www.enisa.
europa.eu/publications/enisa-threat-landscape-report-2018
2
CERT-RO, Threats evolution in the Romanian cyberspace 2018, https://cert.ro/vezi/document/
cert-ro-cyberthreats-2018
3
Digital Economy and Society Index (DESI) - 2019 Country Report - Romania, https://ec.
europa.eu/newsroom/dae/document.cfm?doc_id=59905
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place in the EU), mainly due to the high-speed and very high-speed broadband fixed
networks (implemented especially in the urban areas). For the other 3 considered
domains in the country index, Romania occupies the last places (Human capital - 27th
place, Use of Internet services - 28th place, Integration of digital technology - 27th
place).

Source: Digital Economy and Society Index (DESI) - 2019 Country Report - Romania

Approved by the Government Decision no. 245 / April 7, 2015, the National
Strategy on the Digital Agenda for Romania 20204 contains the measures that Romania
should take in order to reach a level of development similar to the countries in the region
and to integrate into Europe's digital single market from the point of view of ICT.
Although the Romanian IT and telecommunications fields has been characterized in the
last years by a sustained development both at technical (hardware and software) and
legislative level to adapt to the requirements of the European Union, a slow progress is
observed in the considered areas, and the measures taken have had a limited impact so
far.
In order to improve the rank and bring as close as possible to the objectives set by
the national Digital Agenda, Romania must urgently adopt a set of measures that will
remove our country from the cluster of low performing countries. Regarding this
objective, a strategic area that should be given special attention is lifelong education.
Professional training and specialization programs within companies, as well as the
public-private partnerships established between universities and companies, are aspects
that stimulate education and research, but also ensure a better integration in the labor
market of young graduates (at present Romania ranks 6th in Europe, with 4.9% of
graduates from the ICT learning field). The existence of awareness and learning
programs on cyber security and the risks exposed by Internet users is necessary for all
age groups, contributing to the enrichment of the cyber culture of any user regardless his
4

Digital Agenda for Romania 2020, https://www.comunicatii.gov.ro/wp-content/uploads/2016/
02/Strategia-Nationala-Agenda-Digitala-pentru-Romania-2020-aprobata-feb-2015.doc
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age. Through public events (conferences, seminars, workshops, or hackathons)
dissemination of information between specialists and stakeholders is realized, the
collaborations are improved, and the horizons of knowledge are diversified.
On the occasion of the Romanian Presidency of the Council of the European
Union, a mandate that was held from January 1 to June 30, 2019, our country has
elaborated a working agenda focused on the following four pillars: "1. Europe of
convergence (ensuring convergence and cohesion for a sustainable and fair development
for all citizens and Member States); 2. A safer Europe: making Europe safer by
increasing cohesion among Member States facing new security challenges that threaten
citizens’ safety and by supporting cooperation initiatives in this area; 3. Europe, a
stronger global actor (enhancing Europe’s global role); 4. Europe of common values
(stimulating EU solidarity and cohesion)." 5
Within the second pillar, security at European level is approached as a complex
concept that concerns not only the internal security and external borders of the EU, but
also the issues of migration, the fight against terrorism, the functioning of the Schengen
Area or cyber security. In the latter case it is necessary to take additional measures in
order to increase the resilience of the EU to cyber-attacks, starting from the current
revision of the EU strategy regarding cyber security (NIS Directive and GDPR
Regulation, adopted in 2016).

Ensuring the security of individuals, companies, organizations or governmental
authorities in the virtual environment is a mandatory, strategic objective that must be
considered in all public policies and projects carried out within the EU. A higher level
of cyber security can be achieved through a better collaboration of all the entities
involved in creating an environment convenient to the exchange of opinions,
information, knowledge and good practices, at European level. These actions will lead
to improved detection and response times to hybrid threats, defined as "the mixture of
coercive and subversive activity, conventional and unconventional methods (i.e.
diplomatic, military, economic, technological), which can be used in a coordinated
manner by state or non-state actors to achieve specific objectives while remaining below
the threshold of formally declared warfare." 6
As measures to improve cyber security can be mentioned: users training programs,
awareness actions regarding threats and vulnerability, security alerts management,
access rights policies, setting up networks and information systems for a high level of

5

PROGRAMME of the Romanian Presidency of the Council of the European Union, https://
www.romania2019.eu/wp-content/uploads/2017/11/en_rogramme_ropres2019.pdf
6
JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL
Joint Framework on countering hybrid threats a European Union response, https://eur-lex.
europa.eu/legal-content/EN/TXT/?uri=CELEX:52016JC0018
ISSN: 2285-9225

WWW.IJISC.COM

International Journal of Information Security and Cybercrime

Vol. 8 Issue 1/2019

data security and privacy, compliance with and adoption of European and international
standards in the field.
During this period, one of the public events dedicated to cyber security training
and awareness is CyberEDU 2019, held under the aegis of the Romanian and Finnish
Presidencies of the Council of the EU and in partnership with main European and
international stakeholders. "Generally, all decision makers agree it should take THE
prime spot on the agenda and this is even reflected in the national cyber strategies all
around the EU. But when discussing investments in both public and private
organisations there is a proven lack of follow-up most of the time. Being under budgeted
for years it leaves place for little improvement and never-ending repetition of this wellknown myth ‘human as the weakest link’. CyberEDU 2019 aims at creating synergies
under a new paradigm ‘humans as the last line of defence’ in cyber security and offer
more ideas for cyber skills within a lifelong learning context."7
The objectives of the current information society are represented by both the data
storage and processing in the cloud and the accelerated development of the IoT and
mobile devices. Classic attacks (phishing, scamming or social engineering) launched via
e-mail or Web will continue to exist, but new hardware and software technologies are
coming with both high performance and new specific vulnerabilities which developers
and IT specialists will have to deal.

7

CyberEDU2019: CyberEDU round table process, https://easychair.org/cfp/CyberEDU_2019
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Comparative Study of Cryptographic
Algorithms
Mohanad Abdulhamid1, Nyagathu Gichuki2
Al-Hikma University, Iraq, e-mail: moh1hamid@yahoo.com
2
University of Nairobi, Kenya, e-mail: researcher12018@yahoo.com
1

Abstract
This paper presents a comparative study of two cryptosystems, Data Encryption
Standard (DES) and the Rivest-Shamir-Adleman (RSA) schemes. DES is a symmetric (or
private) key cipher. This means that the same key is used for encryption and decryption.
RSA, on the other hand, is an asymmetric (or public) key cipher, meaning that two keys
are used, one for encryption and the other for decryption. The objective of this paper is
to implement these two schemes in software. The program is written in the Java™
language. It generates a key from a passphrase given by the user, encrypts and decrypts
a message using the same key, for the case of DES. In RSA, decryption is done by
computing the decryption key from the encryption key. Finally, the program returns the
time taken to encrypt and decrypt a message.
Index terms: Cryptographic algorithms, RSA, DES
References:
[1].
[2].

[3].
[4].

[5].

N. Gichuki, "Comparative DES/RSA performance evaluation", Graduation
Project, University of Nairobi, Kenya, 2009.
G. Chhabra, "Computer trend with security by RSA, DES and Blowfish algorithm",
International Journal of Computer Science and Technology, Vol. 4, Issue 2,
PP.618-620, 2013.
P. Patil, "A Comprehensive evaluation of cryptographic algorithms: DES, 3DES,
AES, RSA and Blowfish", Procedia Computer Science, Vol. 78, pp. 617-624, 2016.
A. Rao, "Survey paper comparing ECC with RSA, AES and Blowfish Algorithms",
International Journal on Recent and Innovation Trends in Computing and
Communication, Vol. 5, Issue 1, PP.44-47, 2017.
S. Kaur, "Study of multi-level cryptography algorithm: Multi-Prime RSA and
DES", International Journal Computer Network and Information Security, Vol. 9,
PP. 22-29, 2017.
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Implication of Employees in Security Policies
Definition
Myriam Djerouni
Luxith G.I.E., Luxembourg
myriam.djerouni@luxith.lu
Abstract
A way of awareness is to involve employees in part of the definition of security
policies. The purpose of this approach is not to reduce the level of security required and
defined by the policies but to consider when it is possible and applicable their comments.
In this case, employees accept more easily the application of policies as they have
“participated”. Then, the policies should be present to employees during interactive
sessions with real cases of security breach, figures, and statistics to illustrate the risks.
The benefits of these presentations are to show to employees that risks are not only
theoretical and it can really happen. The purpose of this document is to provide guidance
on how to create more cybersecurity awareness, topic handled by the CyberEDU in
February 2019. This paper presents the implication of employees across the life cycle of
the security policies based on the PDCA (Plan-Do-Check-Act) model. The document will
addresses the definition of Information Security Policy (ISP) as well as topic-specific
policies and the involvement of the Top Management and employees.
Index terms: Policy maker, Implication of employees, Security Awareness,
Interactive Awareness
References:
[1].

[2].
[3].

[4].

ISO/IEC 27000:2018 Information technology — Security techniques —
Information security management systems — Overview and vocabulary,
https://standards.iso.org/ittf/PubliclyAvailableStandards/c073906_ISO_IEC_270
00_2018_E.zip
IOS/IEC 27002:2013[2], Information technology — Security techniques — Code
of practice for information security controls
NIST (National Institute of Standards and Technology)- Glossary of Key
Information Security Terms published in 2013, https://www.nist.gov/publications/
glossary-key-information-security-terms-1
Verizon Data Breach Investigation Report, https://enterprise.verizon.com/
resources/reports/dbir/
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Push the Button: Making Security Training
Fun and Interactive
Eric H. Goldman
Walmart Inc., United State of America
Abstract
As humans, we are all constantly trying to find the signal in the noise.
Unfortunately, the topics and behaviors that we, as corporate security trainers, are
trying to explain, teach, and reinforce are often seen as noise to those whom we are
targeting. Therefore, to achieve our goals we need more than pertinent information and
slick graphics; we need to find ways to stand out, capture people’s attention, and find a
way to cement our desirable security behaviors with positive associations. An effective
strategy to stand out, make your message more memorable, and to build a positive
reputation for your security team is to incorporate interactive exhibits and activities in
your security training program.
Index terms: interactive exhibits, security awareness, game
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Wargaming in Cyber Security Education
and Awareness Training
Andreas Haggman
Willis Towers Watson, London, United Kingdom
andreas.haggman@willistowerswatson.com
Abstract
This paper introduces readers to core concepts around cyber wargaming.
Wargames can be powerful learning tools, but few wargames exist to teach players about
cyber security. By way of highlighting possibilities in this space, the author has
developed an original educational tabletop wargame based on the UK National Cyber
Security Strategy and deployed the game to a variety of organisations to determine its
pedagogic efficacy. Overall, it is found that the game was effective in generating highengagement participation and clear learning opportunities. Furthermore, there are
design lessons to be learned from existing games for those seeking to use wargames for
cyber security training and education.
Index terms: cyber security, wargaming, education
References:
[1].

Dunnigan, J.F.: The Complete Wargames Handbook: How to Play, Design, and
Find Them. 2nd. Ed., Quill William Morrow: New York (1992).
[2]. Perla, P.P.: The Art of Wargaming: A Guide for Professionals and Hobbyists.
Naval Institute Press, Annapolis, Maryland (1992).
[3]. Herman, M., Frost, M., Kurz, R.: Wargaming for Leaders: Strategic Decision
Making from the Battlefield to the Boardroom. McGraw Hill, New York (2009).
[4]. HM Government: National Cyber Security Strategy 2016-2021. (2016).
[5]. Rea, D., Price Millican, K., White Watson, S.: The Serious Benefits of Fun in the
Classroom. Middle School J. 31,4, 23-28 (2000).
[6]. Miranda, J.: Cybernauts. Competitive Edge. 11, 9-25 (1996).
[7]. [d0x3d!], http://d0x3d.com/d0x3d/about.html.
[8]. Rieb, A., Lechner, U.: Operation Digital Chameleon – Towards an Open
Cybersecurity Method. In: 12th International Symposium on Open Collaboration,
Article 7 (2016).
[9]. Ctrl+Alt+Hack. http://www.controlalthack.com/.
[10]. Privacy,
https://vome.org.uk/files/2012/05/PRIVACY-game-card-pack-andinstructions-lo-res.pdf.
[11]. Decisions & Disruptions, http://www.decisions- disruptions.org/.
[12]. Maelstrom, https://github.com/maelstromthegame/defcon24.
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Building a Cybersecurity Culture in the
Industrial Control System Environment
Claudia Araujo Macedo1, Jos Menting2
Linkebeek, Belgium
1
e-mail: claudia.macedo@engie.com
2
e-mail: jos.menting@engie.com
Abstract
Cybersecurity in industrial control system environments has become a significant
concern and is even more relevant in the context of critical infrastructures where control
system disruption could have a profound impact on health, safety and the environment.
This makes this type of system a major target for malicious activities. Notwithstanding
an organization’s interest in protecting its industrial control systems against cyberattacks, the implementation of security measures, whether technical, organizational or
human, still faces resistance and is often seen as a constraint. Using the best technology
to protect industrial control systems makes no sense if persons with access do not act
attentively and protectively. Technical and human cybersecurity measures are
intrinsically linked, and it is essential that all persons with access to these systems are
fully aware of the inherent cyber risks. Organizations must also act so that staff receive
appropriate training on how to keep systems continuously protected against cyber-attack
when carrying out their daily tasks. These educational processes can contribute to
building an effective cybersecurity culture fully reflective of management and staff
attitudes, so that the availability, integrity and confidentiality of information in industrial
control systems can be assured.
Index terms: Industrial Control System, cybersecurity culture, training,
awareness, security measures framework
References:
[1].
[2].
[3].
[4].
[5].
[6].

ENISA – Cybersecurity Culture in Organizations.
ENISA – Cybersecurity culture Guidelines: Behavior Aspects of Cybersecurity.
ENISA – Analysis of ICS-SCADA cybersecurity Maturity Level in critical sectors.
ISC² - Building a Strong Culture of Security.
MIT - CAMS Research Program: How can we create a strong cybersecurity culture
in our organizations?
Allianz - Risk barometer 2018.
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Micro-Id-Gym: Identity Management
Workouts with Container-Based
Microservices
Andrea Bisegna1, Roberto Carbone1, Ivan Martini2, Valentina Odorizzi2,
Giulio Pellizzari2, Silvio Ranise1
1
Security & Trust, FBK, Trento, Italy, e-mail: a.bisegna@fbk.eu,
carbone@fbk.eu, ranise@fbk.eu
2
University of Trento, Trento, Italy, e-mail: ivan.martini@studenti.unitn.it,
valentina.odorizzi@studenti.unitn.it, giulio.pellizzari@studenti.unitn.it
Abstract
Identity Management (IdM) solutions are increasingly important for building trust
in current and future digital ecosystems. Unfortunately, not only their secure deployment
but even their usage are non-trivial activities that require a good level of security
awareness. For this, we introduce Micro-Id-Gym, an easy to configure training
environment in which users can develop hands-on experiences on how IdM solutions
work and better understand the underlying security issues.
Index terms: Identity Management, Micro-Id-Gym
References:
[1].

[2].

[3].

[4].
[5].
[6].
[7].

Armando, A., Carbone, R., Compagna, L., Cuellar, J., Tobarra, L.: Formal Analysis
of SAML 2.0 Web Browser Single Sign-on: Breaking the SAML-based Single
Sign-on for Google Apps. In: FMSE ’08. ACM, New York, NY, USA (2008).
Armando, A., Carbone, R., Compagna, L., Cu´ellar, J., Pellegrino, G., Sorniotti,
A.: An Authentication Flaw in Browser-based Single Sign-On Protocols: Impact
and Remediations. Computers & Security 33, 41 – 58 (2013).
Engelbertz, N., Erinola, N., Herring, D., Somorovsky, J., Mladenov, V., Schwenk,
J.: Security Analysis of eIDAS–The Cross-Country Authentication Scheme in
Europe. In: 12th USENIX Workshop on Offensive Technologies (WOOT 18)
(2018).
Hardt, D.: The OAuth 2.0 Authorization Framework (2012), IETF.
Mladenov, V.: On the Security of Single Sign-On. Ph.D. thesis, Ruhr-Universit¨at
Bochum (2017).
OASIS: SAML V2.0 Tech. Overview. http://www.oasis-open.org/committees/
download.php/27819/sstc-saml-tech-overview-2.0-cd-02.pdf (March 2008).
OASIS: SAML V2.0 Approved Errata. http://docs.oasis-open.org/security/saml/
v2.0/sstc-saml-approved-errata-2.0.pdf (May 2012).
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The Human Factor at the Center of a Cyber
Security Culture
Sorana Campean
University of Luxembourg
sorana.campean.001@student.uni.lu
Abstract
With the issuing of the Resolution of 3 October 2017, on the fight against
cybercrime, the European Parliament stressed once again that although the awareness
about the risk posed by cybercrime has increased, “precautionary measures taken by
individual users, public institutions and business, remain wholly inadequate, primarily
due to lack of knowledge and resources”. (own emphasis) Consequently, there is a vital
need to enable the end-users with easy-to-understand technical terminology, so that the
goal becomes to maximise to the greatest extent feasible the human-factor as the strong
link at the end of an IP address. Considering also the recent guidelines issued by ENISA
on this topic, the paper proposes a simple, easy-to-implement model of a cyber-savvy
digital user, as a possible way to approach the overall (mis)interpretation of “the human
as the weakest link of cyber security”. Cyber security is often perceived as either
belonging to the State or to organizations who can afford to implement it, or it is poorly
put in place by small and medium size businesses due to financial constraints. This is,
de facto, what is fuelling the perception of human as the weakest link of cyber security.
Consequently, cyber security needs more recognition and increased visibility in the
European Union. This paper proposes that the best manner to address this is via a
human-centered approach to learning, trainings and awareness raising initiatives,
tailored to suit all levels of digital literacy and regardless of demographics such as age
or level of income.
Index terms: cyber security, end-users, digital skills education, cyber security
awareness, privacy, EU legislation
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Abstract
The field of cyber security is getting diversified day by day, with new specialist
responsibilities and roles at different levels of competence being required by the industry.
The competencies can be mapped with required skills set in multiple cyber security
certification programs. However, different certification programs use different curricula
and terminology, which makes the offerings overlap in some aspect and be distinct in
others. This makes it hard for new institutes and cyber ranges to decide upon their
training offerings. The aim of this study is to identify commonalities in skill set
requirement for multiple cyber security roles like penetration tester, security operation
center analysts, digital forensic and incident responders and information security
managers. The identified commonalities will be used for development of a standard
common curricula to set skill set requirement for the achievement of specific competence
levels in a specific cyber security field.
Index terms: Cyber Security, Skill Set, Curricula
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Abstract
The field of cyber security is evolving at an alert pace and requires constantly
updated strategies, and from the IT specialists, extensive knowledge and experience. In
addition to the technical knowledge regarding cyber security, IT specialists of the
Romanian Police need to understand very well the nature of the activity carried out. It
should be made aware that there is no valid general success recipe and that the
development of security policies should start from analyzing the particularities of human
resources. Once their activity is understood, a dedicated security strategy can be
outlined, ensuring a high degree of security for the organization and the information
held by it.
Index terms: cyber security, cyber threat, cyber-attacks, computer system,
ransomware attack, WannaCry Ransomware
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The Cyber Security Protection Summit Peru
Ioan-Cosmin MIHAI
Romanian Association for Information Security Assurance
The Cyber Security Protection Summit Peru 2019 was organized in Lima,
Peru, by Secure Soft Corporation, on June 11, 2019. Mr. Ioan-Cosmin MIHAI
attended this event as a keynote speaker and a representative of the Romanian
Association for Information Security Assurance (RAISA).

The main goal of the event was to create a platform for the public-private
dialogue in the field of cybersecurity, to explain the current cyber threats and cyberattacks and the importance of cybersecurity.
The conference was open by Mr. Oscar Aviles, CEO of Secure Soft Corporation
and Mr. Jorge Castañeda, General Director of Secure Soft Corporation. They presented
the importance of the event for creating a safe and secure space in Peru.
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As well, Mr. Castañeda said that the company invests in technological
development, continues to expand the capabilities of its cyber SOC and is incorporating
machine learning and artificial intelligence within its capabilities. Mr. Aviles,
commented on the Framework, which is the reference document for cybersecurity
strategies that establishes a security roadmap, revealing the level of maturity and security
of the companies.
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Mr. Ioan-Cosmin MIHAI, the Vice President of the Romanian Association for
Information Security Assurance (RAISA) presented the latest challenges in the field of
cybersecurity, describing also the solutions for fighting the current cyber threats.

Mr. Mihai said that the main threat is the one we all simply know as malware
and presented the geography of local malware attacks. In the group of most significant
malware, there are the financial trojans, ransomware, cryptojacking and botnets. Then,
Mr. Mihai analyzed the online and offline attacks vectors, discussing also solutions to
fight the cybercrime phenomenon.
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The third component is the management of vulnerabilities, since no company
can guarantee that it is 100% secure, since there is always the possibility that an area of
the company generates a vulnerability; therefore, the vulnerability management process
must be constant. The fourth component is cyber intelligence, which is all information,
updated, that will feed the SIEM. The last advice Mr. Isasi gave to professionals who
want to implement a cyber SOC is to automate their processes, something that
SecureSoft has already done.

The conference was structured into 4 panels, where representatives from 16
important cybersecurity companies explained the needs of the cyber protection and their
solutions. Companies like CheckPoint, DarkTrace, F5 Networks, FireEye, Fortinet,
MCafee, Palo Alto Networks, Tenable, Akamai, CyberArk, Qualys, Cyxtera, Progress,
or Symantec showed live their cybersecurity applications in the exhibition hall of the
conference.
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In the end of the event there was a conference press, where Mr. Oscar Aviles
(CEO Founder – Secure Soft Corporation), Mr. Jorge Castaneda (Corporate Regional
Manager – Secure Soft Corporation) and Mr. Ioan-Cosmin MIHAI (RAISA) presented
the importance of the security in the cyberspace.

The excellent meeting infrastructure, the prominent speakers and the advanced
cybersecurity solutions contributed to interesting and stimulating discussions and the
competent and attentive staff ensured the success of the Cyber Security Protection
Summit Peru 2019.
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The Digital International Forum 2019
Ioan-Cosmin MIHAI
Romanian Association for Information Security Assurance
The Digital International Forum 2019 was organized under the High
Patronage of the President of Romania, at Bucharest (May 7, 2019) and Sibiu (May
8, 2019). Mr. Assoc.Prof.Dr. Ioan-Cosmin MIHAI attend this event as a representative
of the Romanian Association for Information Security Assurance (RAISA).

The Forum advances the digital agenda of Europe and provides a platform for
establishing Europe’s digital priorities. Accelerated digitalization is the key to further
European integration, in the face of centrifugal forces that affect the stability of our
Union: rising nationalism and populism; the rise of fake news; divergent and illiberal
governments; migration, ageing, and global warming.

ISSN: 2285-9225

WWW.IJISC.COM

International Journal of Information Security and Cybercrime

Vol. 8 Issue 1/2019

REDHOST
WEBHOSTING, RESELLER AND
DOMAIN REGISTRATION

Reasons to choose RedHost (the simple facts):
✓ More than 11 years of activity;
✓ 100% SSD hosting;
✓ 99.9% guarantee uptime;
✓ Free domains on customer's name;
✓ R1Soft backups;
✓ Unlimited traffic;
✓ LiteSpeed Web Server;
✓ Dedicated IPs (with most packages);
✓ 30 days refund guarantee.
RedHost's core business consists of shared webhosting, domain registration
and additional services such as reseller hosting and SSL certificates.
RedHost has also years of activity in the VPS market where we offer two different
products:
✓ KVM VPS – a full virtualization platform which means that the
resources are fully committed;
✓ OpenVZ VPS – a paravirtualization platform which means the
resources are partially shared with other customers on the same physical
node.
RedHost also offer dedicated servers and collocations services.
Euroweb LTD
Gradina Veche, 88, Galati, Romania
www.redhost.ro, office@redhost.ro
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REDHOST
WEBHOSTING, RESELLER AND
DOMAIN REGISTRATION

Another reasons to choose RedHost (the not so simple facts)
At RedHost we believe that our main strength is related to the way we get
involved when bad things happen to our customers. For instance sometimes a website
can get compromised. In most cases this will happen due to very poor administrator login
data (this is a particularly large attack vector), outdated CMS (for instance Magento is
believed to be outdated in a shocking 97% of cases) and theirs plugins and modules (for
instance the Revslider plugin is still causing problems more than 2 years after the
vulnerability discovery).
When such a vulnerability gets used by an attacker bad things will happen like
spam (or even worse like virus spam or phishing spam) that gets sent from the customer's
account by the attacker using scripts injected after the breach). In such cases we have to
take measures. Most hosting services will simply suspend the account and leave the
customer deal with the problem. The big problem is that the customer (and in most cases
the webmaster) is not in a good position to correctly identify the underlying problem. In
most cases the customer (or the webmaster) will try to remove the effects of the problem.
At best, the customer will make some assumptions about what led to the problem but, as
we know, the assumption is (in most cases) mother to all...troubles. At RedHost we
rarely assume anything except maybe just to start somewhere and only if we can prove
the assumption right or wrong.
We are glad to say that in most cases, due to careful investigations we are able not
only to isolate the actual problem but in a lot of cases we are able to reactivate the
customer's site even without the webmaster's involvement (though this is not a normal
service for a webhoster and the webmaster should get involved afterwards) or at least to
give the customer precise feedback about what must be done to properly solve the
problem.
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WWW.SISTEMANTIPLAGIAT.RO
THE PROBLEM – PLAGIARISM IN HIGHER EDUCATION
Although plagiarism is not a new phenomenon, never before was it so easy to
be done. Increased availability of knowledge resources becomes not only a convenience,
but also a temptation to write papers, essays, theses and dissertations with the so-called
copy-paste method. Moreover, the Internet provides access to ghost writers, who offer
writing theses and dissertations for money. These are often also not original works of
the paid author, but the compilations of texts of others.
At the same time, educators are not always able to carefully verify each and
every submitted paper. The problem is global and it cannot be underestimated, as it
endangers the quality of education.
What is needed is a tool detecting plagiarism in submitted papers and a
procedure that guarantees transparency. To help institutions from Romania,
Sistemantiplagiat.ro service was created, which is now used by 38 universities from
Romania and other types of institutions.
THE SOLUTION – SISTEMANTIPLAGIAT.RO
Sistemantiplagiat.ro is constantly improved to ensure the best service for our
customers. Our company is the leader in the market of anti-plagiarism services from
Romania and Poland, our solution being used in over 280 of universities, including in
countries such as Germany, the Republic of Moldova, Ukraine, Colombia, Azerbaijan,
and Kazakhstan.
The user interface of Sistemantiplagiat.ro is available in Romanian, English
and Russian languages. The software verifies the originality of texts written in many
more languages.
The purpose of the technical assistance is the successful implementation of the
anti-plagiarism procedures in higher education institutions.
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THE INTERNET ANTIPLAGIARISM SYSTEM IS:
➢ Intuitive – You can upload the document for verification in a few simple
steps;
➢ Fast – Results of the antiplagiarism analysis are available in less than 24
hours;
➢ Flexible – It’s adaptable to client’s needs and integrated with LMS.
HOW DOES IT WORK
The antiplagiarism system can be integrated with an existing LMS system or
accessed via website, while the customer can choose the number of user and
administrative accounts. Their settings are easily customized. Depending on the needs
of a particular institution, the system allows additional functionalities.
THE SIMILARITY REPORT
The similarity report evaluation facilitates the analysis of the text originality;
determines to what extent has been compiled or copied the document; indicates the
number of fragments borrowed.
The similarity report contains:
➢ Two Similarity Coefficients which indicates the percentage of the analyzed
document identical to the identified sources;
➢ A list of sources of fragments marked as copied;
➢ The full text of the analyzed document. Fragments recognized as identical
are visibly marked. Information on length and source of the copied text is provided.
Highlighting in different colors shows source type.
The similarity report is ready after a few hours. The user can be notified of this
by an automatically generated e-mail. The intelligible form of the Similarity Report
allows quick assessment of the submitted text. Additionally, the similarity report informs
about text distortions, which suggest an attempt to conceal unattributed borrowing.
To ensure the effectiveness of the verification it is important to combine the
software usage with a transparent, simple antiplagiarism procedure.
Sistemantiplagiat.ro has the experience in designing procedures and regulations
dedicated for Higher Education Institutions and implementing them. Moreover, the
company’s specialists provide training and constant user support.
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Author Guidelines
As an author, you are kindly advised to follow the next instructions. Reading and
understanding the requirements before submittal would ensure adherence to IJISC
standards and would facilitate acceptance by the scientific reviewers.
1.

Papers must be submitted in English, French or Romanian having an even
number of pages (maximum 12 pages). At least 50% of the last page should
be occupied by text.

2.

For papers writing it is recommended the use the text processor Microsoft
Word and one of the template models (found on www.ijisc.com/authorguidelines/). We will do the final formatting and all necessary format
conversions of your paper.

3.

The papers will be submitted using our online interface: www.ijisc.com/
paper-submission/. Please do not send your papers by e-mail!

4.

The papers will be reviewed by two scientific reviewers, well-known in their
domains of activity. Usually, it takes 1 to 3 months between the moment you
finished your submission and a response is given by scientific reviewers.

5.

The papers will be send back to the authors for corrections if:
1. The figures, pictures or tables are not contained in the text;
2. The reviewers require modifications or supplementary information.

6.

The papers will be rejected if their scientific content is not adequate, if they
don’t contain original elements and if they are not properly written in English,
French or Romanian.

7.

The bibliography must show the authors adequate documentation. At least
7-10 quality references should be cited. Citation standard is IEEE. Please
read: www.ieee.org/documents/ieeecitationref.pdf

8.

The whole responsibility for the calculation exactitude, experimental data,
scientific affirmation and paper translation belongs to the authors.

9.

The authors will declare on their own responsibility that the article or parts
of it were not published before in others journals.

10. It is mandatory that the authors respect the Copyright Laws. An IJISC
Copyright Form will have to accompany your submission. The signed
copyright form has to be scanned and uploaded by using the online interface
on the website.
More information: www.ijisc.com/author-guidelines/
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Review Policy
The submitted papers are subject of a double blinded peer review process, in order
to select for publishing the articles meeting the highest possible standards.
IJISC reviewers are experts in the field of information security and cybercrime
from academic police structures and university departments. In the reviewing process,
the reviewers’ identities are not disclosed to the authors, nor are the authors’ identities
disclosed to the reviewers.
When a manuscript is submitted to IJISC, it is initially sent to Editorial Board for
the primary evaluation in order to determine whether or not the paper fits the scope of
the Journal. If the Editorial Board accept it, the paper then enters a blind reviewing
process.
In the reviewing process, the Editor-in-Chief sends the manuscript to two experts
in the field, without the name of authors. The reviewers will consider the following
evaluation criteria:
• The subject relevancy in the area of the journal topics;
• The quality of the scientific content;
• The accuracy of data, statistics and facts;
• The reasonable conclusions supported by the data;
• The correct use of the bibliographic references.
After evaluation process, the reviewers must include observations and suggestions
for papers improvement that are sent to the authors, without the names of the reviewers.
Referees’ evaluations usually include an explicit recommendation of what to do
with the paper. Most recommendations are along the lines of the following:
• To accept it;
• To accept it in the event that its authors improve it in certain ways;
• To reject it, but encourage revision and invite resubmission;
• To reject it.
If the decisions of the two reviewers are not the same (accept/reject), the paper is
sent to a third reviewer. If the suggestions of reviewers for improving the paper are
rejected by the author, the chief editor invites the author to reply to reviewers with the
respect of anonymity. Observing the dialog, the chief editor may send the paper to
additional reviewers. The final decision for publication is done by the Editor-in-Chief
based on the examination of reviewers and the scope of the Journal.
The Editor-in-Chief is responsible for the quality and selection of manuscripts
chosen to be published and the authors are always responsible for the content of each
article.
More information: www.ijisc.com/review-policy/
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Romanian Association for
Information Security Assurance
RAISA - Romanian Association for Information Security Assurance is a
professional, non-governmental, non-partisan political, nonprofit and public benefit
association.
RAISA AIM
The aim of Romanian Association for Information Security Assurance is promoting and
supporting information security activities in compliance with applicable laws.
RAISA VISION
The vision of the Association is to promote research and education in information
security field and to contribute to the creation and dissemination of knowledge and
technology in this domain. RAISA has a strong representation at the national level,
bringing together professors and researchers from top universities and Romanian
institutions, PhD, Master’s and license students, as well as companies in the IT segment.
RAISA OBJECTIVES
To achieve the stated purpose, Romanian Association for Information Security
Assurance proposes the following objectives:
• Collaboration with the academic community from Romania or abroad in order to
organize conferences, scientific seminars and workshops for presenting the
development and implementation of effective measures to improve information
security;
• Collaboration with research centers, associations and companies from Romania
or abroad, to organize informative events in information technology security field;
• To perform specific programs for education and training of personnel involved in
electronic information management (data processing, storage, security);
• To ensure the dissemination of notice relating to existing vulnerabilities and
nationally and internationally newly identified threats; to provide solutions for
data restoration and policies to prevent and combat incidents based on the
information provided by suppliers of software solutions;
• To publish scientific journals for university staff, PhD students or Master's
students, researchers, students and other professional categories in the field of
information security and cybercrime;
• To grant awards, scholarships or sponsorships to people with outstanding merits
in the field of information security.
Website: www.raisa.org
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RAISA Members Benefits
RAISA MEMBERS
Romanian Association for Information Security Assurance is an organization that
consists of:
• Founding members - are individuals who have participated in the founding
process of the Association, have agreed with the Statute of the Association at the
date of establishment and are parts of the members’ category, with all their rights.
The founding members pay annual membership fee and have the right to
deliberative vote during the General Assembly.
• Members - are individuals who have joined the Association after the date of establishment. The members pay annual membership fee and have all the rights,
respecting the obligations stipulated in Statute of the Association. They have the
right to deliberative vote during the General Assembly.
• Honorary Members - can be scientists, professors, cultural or religious personalities, valuable professionals, who have rendered outstanding services to the
Association. They are exempted from contributions and their vote is advisory.
• Collaborators/Volunteers - anyone who wants to participate in Association activities without becoming a member. Their collaborations are on no-cost basis; they
don't pay a membership fee and don't have the right to vote.
RAISA MEMBERSHIP BENEFITS:
• Free access to RAISA scientific events;
• Discount to workshops and conferences organized by RAISA;
• Discount for professional courses promoted by RAISA on e-learning platform
www.cpf.ro;
• Possibility to be involved in RAISA projects, support offered for research and
development;
• Free access to IJISC full-text articles: www.ijisc.com;
• 10% discount for books sold by RAISA;
• Free subscription to latest news in information security field on RAISA official
channel: www.securitatea-informatiilor.ro;
• Free subscription to latest news in cybercrime filed on RAISA official channel:
www.criminalitatea-informatica.ro;
• Member name listing on RAISA website.
Get the most from your membership!
www.raisa.org/members/
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